
Information Security Laboratory | Prof .Amol S. Nalge 

Savitribai Phule Pune University, Pune 
Third Year of Artificial Intelligence and Machine Learning (2020 Course) 
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Teaching Scheme: Credit Scheme: Examination Scheme: 

Practical (PR) : 02 hrs/week 
1 Credit 
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TW :  25 Marks 

Prerequisites: --- 
Course Objectives : 
   To learns tools and techniques in the area of Information Security 

   To formalize and implement constraints in search problems 
   To understand the concepts of confidentiality, integrity, and availability of Information Security 
   To understand the need of protection for information systems. 
Course Outcomes : 
On completion of the course, students will be able to- 
CO1: Use tools and techniques in the area of Information Security 
CO2: Use the cryptographic techniques for problem solving 
CO3: Design and develop security solution 
CO4: Protect and defend information systems. 

Guidelines for Student's Lab Journal 
Program codes with sample output of all performed assignments are to be submitted as softcopy. Use  
of DVD or similar media containing students programs maintained by Laboratory In-charge is highly 
encouraged. For reference one or two journals may be maintained with program prints in the 
Laboratory. As a conscious effort and little contribution towards Green IT and environment awareness, 
attaching printed papers as part of write-ups and program listing to journals may be avoided. 
Submission of journal/ term work in the form of softcopy is desirable and appreciated. 

Guidelines for Lab /TW Assessment 

Term work is continuous assessment that evaluates a student's progress throughout the semester. 
Term work assessment criteria specify the standards that must be met and the evidence that will be 
gathered to demonstrate the achievement of course outcomes. Categorical assessment criteria for the 
term work should establish unambiguous standards of achievement for each course outcome. They 
should describe what the learner is expected to perform in the laboratories or on the fields to show 
that the course outcomes have been achieved. It is recommended to conduct an internal monthly Oral 
examination as part of continuous assessment. 
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Guidelines for Laboratory Conduction :- 

Following is a list of suggested laboratory assignments for reference. Laboratory Instructors may 
design a suitable set of assignments for respective courses at their level. Beyond curriculum 
assignments and mini-project may be included as a part of laboratory work. The instructor may set 
multiple sets of assignments and distribute among batches of students. It is appreciated if the 
assignments are based on real world problems/applications. The Inclusion of few optional 
assignments that are intricate and/or beyond the scope of curriculum will surely be the value addition 
for the students and it will satisfy the intellectuals within the group of the learners and will add to the 
perspective of  the  learners.  For  each  laboratory  assignment,  it  is  essential  for  students  to 
draw/write/generate  flowchart,  algorithm,  test  cases,  mathematical  model,  Test  data  set  and 
comparative/complexity analysis (as applicable). Batch size for practical and tutorials may be as per 
guidelines of authority. 

Guidelines for Oral Examination 

Both internal and external examiners should jointly conduct Oral examination. During assessment, 
the 

examiners should give the maximum weightage to the satisfactory answer of the problem statement 

in question. The supplementary and relevant questions may be asked at the time of evaluation to 

judge the student‘s understanding of the fundamentals, effective and efficient implementation. 
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List of Laboratory Assignments:- 

1. Write a Java/C/C++/Python program that contains a string (char pointer) with a value \Hello 

World’. The program should   ND or and XOR each character in this string with 127 and display 

the result. 

2. Write a Java/C/C++/Python program to perform encryption and decryption using the method 

of Transposition technique. 

3. Write a Java/C/C++/Python program to implement DES algorithm. 

4. Write a Java/C/C++/Python program to implement AES Algorithm. 

5. Write a Java/C/C++/Python program to implement RSA algorithm. 

6. Implement the different Hellman Key Exchange mechanism using HTML and JavaScript. 

Consider the end user as one of the parties (Alice) and the JavaScript application as other party 

(bob). 

7. Calculate the message digest of a text using the MD5 algorithm in JAVA. 

8. Mini Project: Design and implement an application by using encryption techniques or other 

software security techniques algorithm that you have learnt in the above given assignments. 

Reference Books: 

1. William Stallings, Lawrie Brown, “Computer Security Principles and Practice”, 3rd_Edition, 

Pearson 

2. William Stallings, “Cryptography and Network Security Principals and Practice”, Fifth edition, 

Pearson 

3. Nina Godbole, Sunit Belapure, “Cyber Security”, Wiley, ISBN: 978-81-265-2179-1 

Virtual Laboratory : http://vlabs.iitb.ac.in/vlabs-dev/ 
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2. By string literal 
 

Let's see the example of declaring string by char array . 
 

 char ch[17]={'H', 'e', 'l', 'l', 'o', 'w', ' ', 'W', 'o', 'r', 'l', 'd', '\0'}; 
As we know, array index starts from 0, so it will be represented as in the figure given below. 
 

H e l l o w  w o r l d \0  

 

 
Assignment No-1 

 

AIM: Write a program that contains a string (char pointer) with a value \Hello World’. The program 

should AND or and XOR each character in this string with 127 and display the result. 

 

OBJECTIVE: understand AND or and XOR each character in this string with 127 and display the 

result. 

 

HARDWARE AND SOFTWARE REQUIREMENT: 

1. Intel based Desktop PC: - RAM of 512 MB 

2. Python / Google colab in python 

 
THEORY: 

 
(a)String 

The string is the one-dimensional array of characters terminated by a null ('\0'). Each and every 
character in the array consumes one byte of memory, and the last character must always be 0. The 
termination character ('\0') is used to identify where the string ends. In C language string declaration 
can be done in two ways 

1. By char array 
 
 

. 

WEITERE INFORMATIONEN OK 

 
 

 

 

While declaring string, size is not mandatory. So we can write the above code as given below: 
char ch[]={'H', 'e', 'l', 'l', 'o', 'w', 'W', 'o', 'r', 'l', 'd', '\0}; 

 

We can also define the string by the string literal in C language. For example: 
. char str[]="helloworld"; 

In such case, '\0' will be appended at the end of the string by the compiler. 
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(b) AND Operation 
There are two inputs and one output in  binary AND operation. The inputs and result to a binary 
AND operation can only be 0 or 1.The binary AND operation will always produce a 1 output if both 
inputs are 1 and will produce a 0 output if both inputs are 0.For two different inputs, the output will 
be 0. 

 
                                      AND Truth Table 

 
Input 

Output 
X Y 

0 0 0 
0 1 0 
1 0 0 
1 1 1 

 
 
 
 

(c) XOR Operation 
 

There are two inputs and one output in binary XOR (exclusive OR) operation. It is similar to 
ADD operation which takes two inputs and produces one result i.e. one output. 
The inputs and result to a binary XOR operation can only be 0 or 1.The binary XOR operation will 
always produce a 1 output if either of its inputs is 1 and will produce a 0 output if both of its inputs are 
0 or 1. 
 
 

XOR Truth Table 

 

 

 

 

 

 

 

 

Input 
Output 

X Y 
0 0 0 
0 1 1 
1 0 1 
1 1 0 
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SOURCE CODE:- 

n=127 
s="hello world" 
print (s) 
print("AND") 
for i in s: 
 d=(ord(i)&n) 
 b=chr(d) 
print(b) 
print(ord(i)&n); 

 

print("\n OR") 
for i in s: 
    print(ord(i)|n); 

print("\n XOR") 
for i in s: 
    print(ord(i)^n); 
a=2 
b=3 
print(a^b) 

  OUTPUT: 

hello world 

AND 
h 
104 
e 
101 
l 
108 
l 
108 
o 
111  

32 

W 
119 
o 
111 
r 
114 
l 
108 
d 
100 

 

OR 
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127 
127 
127 

127 
127 
127 
127 
127 
127 
127 
127 

 

 XOR 

23 
26 
19 
19 
16 
95 
8 
16 
13 
19 
27 
1 

 
 

Conclusion: - thus we studied that python program that contains a string (char pointer) with a value \Hello 
World’. The program should AND or and XOR each character in this string with 127. 
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Assignment no:-2 
 

Aim: - Write a program to perform encryption and decryption using the method of 
Transposition technique  
 
Objective: - To perform encryption and decryption using the method of Transposition 
technique  

 
Theory:- 
Transposition Cipher is a cryptographic algorithm where the order of alphabets in the plaintext is 
rearranged to form a cipher text. In this process, the actual plain text alphabets are not included. 

In cryptography, a transposition cipher is a method of encryption which scrambles the positions 
of characters (transposition) without changing the characters themselves. Transposition ciphers 
reorder units of plaintext (typically characters or groups of characters) according to a regular 
system to produce a cipher text which is a permutation of the plaintext. They differ 
from substitution ciphers, which do not change the position of units of plaintext but instead 
change the units themselves. Despite the difference between transposition and substitution 
operations, they are often combined, as in historical ciphers like the ADFGVX cipher or complex 
high-quality encryption methods like the modern Advanced Encryption Standard (AES). 

In a transposition cipher, the order of the alphabets is re-arranged to obtain the cipher-text. The 
message is written out in rows of a fixed length, and then read out again column by column, and 
the columns are chosen in some scrambled order.Width of the rows and the permutation of the 
columns are usually defined by a keyword. 

For example, the word HACK is of length 4 (so the rows are of length 4), and the permutation is 
defined by the alphabetical order of the letters in the keyword. In this case, the order would be “3 
1 2 4”.Any spare spaces are filled with nulls or left blank or placed by a character (Example: 
_).Finally, the message is read off in columns, in the order specified by the keyword. 

General Principal:- 
Plaintexts can be rearranged into a cipher text using a key, scrambling the order of characters 
like the shuffled pieces of a jigsaw puzzle. The resulting message is hard to decipher without the 
key because there are many ways the characters can be arranged. 

For example, the plaintext "THIS IS WIKIPEDIA" could be encrypted to "TWDIP SIHII 
IKASE". To decipher the encrypted message without the key, an attacker could try to guess 
possible words and phrases like DIATHESIS, DISSIPATE, WIDTH, etc., but it would take them 
some time to reconstruct the plaintext because there are many combinations of letters and words. 
By contrast, someone with the key could reconstruct the message easily: 
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C I P H E R     Key 

1 4 5 3 2 6     Sequence (key letters in alphabetical order) 

T H I S I S     Plaintext 

W I K I P E 

D I A * * * 

 

Cipher text by column: 

  #1 TWD, #2 IP, #3 SI, #4 HII, #5 IKA, #6 SE 

Cipher text in groups of 5 for readability: 

  TWDIP SIHII IKASE 

In practice, a message this short and with a predictable keyword would be broken almost 
immediately with cryptanalysis techniques. Transposition ciphers have several vulnerabilities 
(see the section on "Detection and cryptanalysis" below), and small mistakes in the decipherment 
process can render the entire cipher text meaningless. 

However, given the right conditions - long messages (e.g., over 100–200 letters), unpredictable 
contents, unique keys per message, strong transposition methods, and so on - guessing the right 
words could be computationally impossible without further information. In their book on code 
breaking historical ciphers, Elonka Dunin and Klaus Schmeh describe double columnar 
transposition (see below) as "one of the best manual ciphers known". 

Example 

A simple example for a transposition cipher is columnar transposition cipher where each 
character in the plain text is written horizontally with specified alphabet width. The cipher is 
written vertically, which creates an entirely different cipher text. 

Encryption 

Input : Geeks for Geeks 

Key = HACK 

Output : e  kefGsGsrekoe_ 

Decryption 

Input : e  kefGsGsrekoe_ 

Key = HACK 

Output : Geeks for Geeks  

 

Encryption 
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Input :  Geeks on work 

Key = HACK 

Output : e w_eoo_Gs kknr_ 

Decryption 

Input : e w_eoo_Gs kknr_ 

Key = HACK 

Output : Geeks on work 

 

Transposition is often combined with other techniques such as evaluation methods. For example, 
a simple substitution cipher combined with a columnar transposition avoids the weakness of 
both. Replacing high frequency cipher text symbols with high frequency plaintext letters does 
not reveal chunks of plaintext because of the transposition. Anagramming the transposition does 
not work because of the substitution. The technique is particularly powerful if combined with 
fractionation (see below). A disadvantage is that such ciphers are considerably more laborious 
and error prone than simpler ciphers. 

 

Conlusion:- Cryptanalysts observed a significant improvement in crypto security when 
transposition technique is performed. They also noted that re-encrypting the cipher text using 
same transposition cipher creates better security. 
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Assignment no:-3 
 

Aim: - Write a program to implement DES algorithm.  
 
Objective:-  Implement and execute the DES Algorithm 
 
 
Theory:- 
Data encryption standard (DES) has been found vulnerable to very powerful attacks and 
therefore, the popularity of DES has been found slightly on the decline. DES is a block cipher 
and encrypts data in blocks of size of 64 bits each, which means 64 bits of plain text go as the 
input to DES, which produces 64 bits of ciphertext. The same algorithm and key are used for 
encryption and decryption, with minor differences. The key length is 56 bits. The basic idea is 
shown in the figure: 

 

 

We have mentioned that DES uses a 56-bit key. Actually, the initial key consists of 64 bits. 
However, before the DES process even starts, every 8th bit of the key is discarded to produce a 
56-bit key. That is bit positions 8, 16, 24, 32, 40, 48, 56, and 64 are discarded 
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Thus, the discarding of every 8th bit of the key produces a 56-bit key from the original 64-bit 
key. 
DES is based on the two fundamental attributes of cryptography: substitution (also called 
confusion) and transposition (also called diffusion). DES consists of 16 steps, each of which is 
called a round. Each round performs the steps of substitution and transposition. Let us now 
discuss the broad-level steps in DES. In the first step, the 64-bit plain text block is handed over 
to an initial Permutation (IP) function. 

The initial permutation is performed on plain text. 
Next, the initial permutation (IP) produces two halves of the permuted block; saying Left Plain 
Text (LPT) and Right Plain Text (RPT). 
Now each LPT and RPT go through 16 rounds of the encryption process. 
In the end, LPT and RPT are rejoined and a Final Permutation (FP) is performed on the 
combined block The result of this process produces 64-bit ciphertext. 
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Initial Permutation (IP):  

As we have noted, the initial permutation (IP) happens only once and it happens before the first 
round. It suggests how the transposition in IP should proceed, as shown in the figure. For 
example, it says that the IP replaces the first bit of the original plain text block with the 58th bit 
of the original plain text, the second bit with the 50th bit of the original plain text block, and so 
on. 

This is nothing but jugglery of bit positions of the original plain text block. the same rule applies 
to all the other bit positions shown in the figure. 

 

 

As we have noted after IP is done, the resulting 64-bit permuted text block is divided into two 
half blocks. Each half-block consists of 32 bits, and each of the 16 rounds, in turn, consists of the 
broad-level steps outlined in the figure.  
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Step-1: Key transformation:  

We have noted initial 64-bit key is transformed into a 56-bit key by discarding every 8th bit of 
the initial key. Thus, for each a 56-bit key is available. From this 56-bit key, a different 48-bit 
Sub Key is generated during each round using a process called key transformation. For this, the 
56-bit key is divided into two halves, each of 28 bits. These halves are circularly shifted left by 
one or two positions, depending on the round. 

For example: if the round numbers 1, 2, 9, or 16 the shift is done by only one position for other 
rounds, the circular shift is done by two positions. The number of key bits shifted per round is 
shown in the figure. 
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After an appropriate shift, 48 of the 56 bits are selected. for selecting 48 of the 56 bits the 
table is shown in the figure given below. For instance, after the shift, bit number 14 moves to the 
first position, bit number 17 moves to the second position, and so on. If we observe the table 
carefully, we will realize that it contains only 48-bit positions. Bit number 18 is discarded (we 
will not find it in the table), like 7 others, to reduce a 56-bit key to a 48-bit key. Since the key 
transformation process involves permutation as well as a selection of a 48-bit subset of the 
original 56-bit key it is called Compression Permutation. 

 

 

Because of this compression permutation technique, a different subset of key bits is used in each 
round. That makes DES not easy to crack. 

 

 

Step-2: Expansion Permutation:  

Recall that after the initial permutation, we had two 32-bit plain text areas called Left Plain 
Text(LPT) and Right Plain Text(RPT). During the expansion permutation, the RPT is expanded 
from 32 bits to 48 bits. Bits are permuted as well hence called expansion permutation. This 
happens as the 32-bit RPT is divided into 8 blocks, with each block consisting of 4 bits. Then, 
each 4-bit block of the previous step is then expanded to a corresponding 6-bit block, i.e., per 4-
bit block, 2 more bits are added.  
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Conclusion:- This process results in expansion as well as a permutation of the input bit while 
creating output. The key transformation process compresses the 56-bit key to 48 bits. Then the 
expansion permutation process expands the 32-bit RPT to 48-bits. Now the 48-bit key is XOR 
with 48-bit RPT and the resulting output is given to the next step, which is the S-Box 
substitution. 
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Assignment no 4 

Aim: - Write a program to implement AES algorithm. 

Objectives: - Implement and execute the AES Algorithm. 

Theory:-  

      AES stands for Advanced Encryption Standard and is a majorly used symmetric 
encryption algorithm. It is mainly used for encryption and protection of electronic data. It was 
used as the replacement of DES (Data encryption standard) as it is much faster and better than 
DES. AES consists of three block ciphers and these ciphers are used to provide encryption of 
data. 

History  
AES was developed by NIST (National Institute of Standards and Technology) in 1997. It was 
developed for replacing DES which was slow and was vulnerable to various attacks. So, 
therefore, a new encryption algorithm was made to overcome the shortcomings of DES. AES 

was then published on 26th November 2001. 

 

Characteristics 

 AES has keys of three lengths which are of 128, 192, 256 bits. 
 It is flexible and has implementation for software and hardware. 
 It provides high security and can prevent many attacks. 
 It doesn’t have any copyright so it can be easily used globally. 
 It consists of 10 rounds of processing for 128 bit keys. 
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Advantages 

 It can be implemented on both hardware and software. 
 It provides high security to the users. 
 It provides one of the best open source solutions for encryption. 
 It is a very robust algorithm. 

 
Disadvantages 

 It requires many rounds for encryption. 
 It is hard to implement on software. 
 It needs much processing at different stages. 
 It is difficult to implement when performance has to be considered. 
 

 AES is a specification for the encryption of electronic data established by the U.S National 
Institute of Standards and Technology (NIST) in 2001. AES is widely used today as it is a 
much stronger than DES and triple DES despite being harder to implement. 

 
Points to remember 
 

 AES is a block cipher. 
 The key size can be 128/192/256 bits. 
 Encrypts data in blocks of 128 bits each. 
 That means it takes 128 bits as input and outputs 128 bits of encrypted cipher text as output. 

AES relies on substitution-permutation network principle which means it is performed using 
a series of linked operations which involves replacing and shuffling of the input data. 
 

Working of the cipher:  
AES performs operations on bytes of data rather than in bits. Since the block size is 128 bits, the 

cipher processes 128 bits (or 16 bytes) of the input data at a time. 

The number of rounds depends on the key length as follows : 

 128 bit key – 10 rounds 
 192 bit key – 12 rounds 
 256 bit key – 14 rounds 

 
Creation of Round keys: 
A Key Schedule algorithm is used to calculate all the round keys from the key. So the initial key 
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is used to create many different round keys which will be used in the corresponding round of the 

encryption. 

 

Encryption : 
AES considers each block as a 16 byte (4 byte x 4 byte = 128 ) grid in a column major 
arrangement. 

[ b0 | b4 | b8 | b12 | 

| b1 | b5 | b9 | b13 | 

| b2 | b6 | b10| b14 | 

| b3 | b7 | b11| b15 ] 
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After all these rounds 128 bits of encrypted data is given back as output. This process is repeated 
until all the data to be encrypted undergoes this process. 

Decryption : 
The stages in the rounds can be easily undone as these stages have an opposite to it which when 
performed reverts the changes.Each 128 blocks goes through the 10,12 or 14 rounds depending 
on the key size. 
The stages of each round in decryption is as follows : 

 Add round key 
 Inverse MixColumns 
 ShiftRows 
 Inverse SubByte 
The decryption process is the encryption process done in reverse so i will explain the steps with 
notable differences. 

Inverse MixColumns : 
 This step is similar to the MixColumns step in encryption, but differs in the matrix used to carry 
out the operation. 
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[ b0 ]     [ 14  11  13  9  ] [ c0 ] 
| b1 |  =  | 9   14  11  13 | | c1 | 
| b2 |     | 13  9   14  11 | | c2 | 
[ b3 ]     [ 11  13  9   14 ] [ c3 ] 
 
 
Inverse SubBytes : 
Inverse S-box is used as a lookup table and using which the bytes are substituted during 
decryption. 
 
Summary :  
AES instruction set is now integrated into the CPU (offers throughput of several GB/s)to 
improve the speed and security of applications that use AES for encryption and decryption. Even 
though its been 20 years since its introduction we have failed to break the AES algorithm as it is 
infeasible even with the current technology. Till date the only vulnerability remains in the 
implementation of the algorithm. 

 

Conclusion:- thus we studied the AES Program 
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Assignment no:-5 

Aim: - Write a program to implement RSA Algorithm. 

Objective: - Implement and execute RSA Algorithm. 

Theory:-  
          RSA algorithm is asymmetric cryptography algorithm. Asymmetric 
actually means that it works on two different keys i.e. Public Key and Private 
Key. As the name describes that the Public Key is given to everyone and Private 
key is kept private. 
An example of asymmetric cryptography : 
1. A client (for example browser) sends its public key to the server and requests 

for some data. 
2. The server encrypts the data using client’s public key and sends the encrypted 

data. 
3. Client receives this data and decrypts it. 
Since this is asymmetric, nobody else except browser can decrypt the data even if 
a third party has public key of browser. 

The idea! The idea of RSA is based on the fact that it is difficult to factorize a 
large integer. The public key consists of two numbers where one number is 
multiplication of two large prime numbers. And private key is also derived from 
the same two prime numbers. So if somebody can factorize the large number, the 
private key is compromised. Therefore encryption strength totally lies on the key 
size and if we double or triple the key size, the strength of encryption increases 
exponentially. RSA keys can be typically 1024 or 2048 bits long, but experts 
believe that 1024 bit keys could be broken in the near future. But till now it 
seems to be an infeasible task. 
 
Let us learn the mechanism behind RSA algorithm : 
>> Generating Public Key : 
 Select two prime no's. Suppose P = 53 and Q = 59. 
 Now First part of the Public key  : n = P*Q = 3127. 
 
  We also need a small exponent say e :  
 But e Must be  

  
 An integer. 
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 Not be a factor of n. 
   

 1 < e < Φ(n) [Φ(n) is discussed below],  
 Let us now consider it to be equal to 3. 

 
     
 Our Public Key is made of n and e 
>> Generating Private Key : 
 We need to calculate Φ(n) : 
 Such that Φ(n) = (P-1)(Q-1)      
       so,  Φ(n) = 3016 
 
     
 Now calculate Private Key, d :  
 d = (k*Φ(n) + 1) / e for some integer k 
 For k = 2, value of d is 2011. 
Now we are ready with our – Public Key ( n = 3127 and e = 3) and Private Key(d 
= 2011) 

Now we will encrypt “HI” : 
 Convert letters to numbers : H  = 8 and I = 9 
 
     
 Thus Encrypted Data c = 89e mod n.  
 Thus our Encrypted Data comes out to be 1394 
 
 
Now we will decrypt 1394 :  
     
 Decrypted Data = cd mod n.  
 Thus our Encrypted Data comes out to be 89 
 
8 = H and I = 9 i.e. "HI". 
 

Conclusion: - Thus we studied the RSA Algorithm and perform the 
program. 
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Assignment no:-6 

Aim: - Implement the different Hellman Key Exchange mechanism using HTML 

and JavaScript. Consider the end user as one of the parties (Alice) and the 
JavaScript application as other party (bob). 

Objective: - Implement the different Hellman Key Exchange 

Theory:-  
              Elliptic Curve Cryptography (ECC) is an approach to public-key 
cryptography, based on the algebraic structure of elliptic curves over finite fields. 
ECC requires a smaller key as compared to non-ECC cryptography to provide 
equivalent security (a 256-bit ECC security has equivalent security attained by 
3072-bit RSA cryptography). 

For a better understanding of Elliptic Curve Cryptography, it is very important to 
understand the basics of the Elliptic Curve. An elliptic curve is a planar algebraic 
curve defined by an equation of the form 

Where ‘a’ is the co-efficient of x and ‘b’ is the constant of the equation   

The curve is non-singular; that is, its graph has no cusps or self-intersections (when 
the characteristic of the Co-efficient field is equal to 2 or 3).  

In general, an elliptic curve looks like as shown below. Elliptic curves can intersect 
almost 3 points when a straight line is drawn intersecting the curve. As we can see, 
the elliptic curve is symmetric about the x-axis. This property plays a key role in 
the algorithm. 



Information Security Laboratory   KVNNSPS's LoGMIEER, Nashik-02 
 
 

 

Diffie-Hellman algorithm 

The Diffie-Hellman algorithm is being used to establish a shared secret that can be 
used for secret communications while exchanging data over a public network using 
the elliptic curve to generate points and get the secret key using the parameters.   
    For the sake of simplicity and practical implementation of the algorithm, we will 
consider only 4 variables, one prime P and G (a primitive root of P) and two 
private values a and b. 

P and G are both publicly available numbers. Users (say Alice and Bob) pick 
private values a and b and they generate a key and exchange it publicly. The 
opposite person receives the key and that generates a secret key, after which they 
have the same secret key to encrypt. 

Step by Step Explanation  

Alice Bob 

Public Keys available = P, G Public Keys available = P, G 

Private Key Selected = a Private Key Selected = b 

Key generated =  Key generated =  
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Alice Bob 

  

Exchange of generated keys takes place 

Key received = y key received = x 

Generated Secret Key =  

 

Generated Secret Key =  

 

Algebraically, it can be shown that  

Users now have a symmetric secret key to encrypt 

Example:  

Step 1: Alice and Bob get public numbers P = 23, G = 9 

Step 2: Alice selected a private key a = 4 and 

        Bob selected a private key b = 3 

Step 3: Alice and Bob compute public values 

        Alice:    x =(9^4 mod 23) = (6561 mod 23) = 6 

        Bob:    y = (9^3 mod 23) = (729 mod 23) = 16 

Step 4: Alice and Bob exchange public numbers 

Step 5: Alice receives public key y =16 and 
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           Bob receives public key x = 6 

Step 6: Alice and Bob compute symmetric keys 

         Alice:  ka = y^a mod p = 65536 mod 23 = 9 

        Bob:    kb = x^b mod p = 216 mod 23 = 9 

Step 7: 9 is the shared secret. 

Conclusion: - hence we implement the different Hellman Key Exchange 
mechanism using HTML and JavaScript. Consider the end user as one of the 
parties (Alice) and the JavaScript application as other party (bob).
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Assignment no:-7 

Aim: - Calculate the message digest of a text using the MD5 algorithm in JAVA. 

Objective: - To find the message digest of a text using the MD5 algorithm in JAVA.  . 

Theory:- 
To calculate cryptographic hashing value in Java, MessageDigest Class is used, under 
the package java.security.  

MessageDigest Class provides following cryptographic hash function to find hash value 
of a text, they are:  

MD5:- MD5 is a cryptographic hash function algorithm that takes the message as input 
of any length and changes it into a fixed-length message of 16 bytes. MD5 algorithm 
stands for the message-digest algorithm. MD5 was developed as an improvement of 
MD4, with advanced security purposes. The output of MD5 (Digest size) is always 128 
bits. MD5 was developed in 1991 by Ronald Rivest. 
Use Of MD5 Algorithm: 
 It is used for file authentication. 
 In a web application, it is used for security purposes. e.g. Secure password of users 

etc. 
 Using this algorithm, We can store our password in 128 bits format.  

 

 

MD5 Algorithm 

Working of the MD5 Algorithm: 

MD5 algorithm follows the following steps  

1. Append Padding Bits: In the first step, we add padding bits in the original 
message in such a way that the total length of the message is 64 bits less than the exact 
multiple of 512.  Suppose we are given a message of 1000 bits. Now we have to add 
padding bits to the original message. Here we will add 472 padding bits to the original 
message.  After adding the padding bits the size of the original message/output of the 
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first step will be 1472 i.e. 64 bits less than an exact multiple of 512 (i.e.512*3=1536). 
Length(original message + padding bits) =  512 * i – 64 where i = 1,2,3 . . .  

2. Append Length Bits: In this step, we add the length bit in the output of the first step 
in such a way that the total number of the bits is the perfect multiple of 512. Simply, 
here we add the 64-bit as a length bit in the output of the first step.  
i.e. output of first step = 512 * n – 64  
length bits = 64.  
After adding both we will get 512 * n i.e. the exact multiple of 512. 
  
3. Initialize MD buffer: Here, we use the 4 buffers i.e. J, K, L, and M. The size of each 
buffer is 32 bits.   
    - J = 0x67425301 

    - K = 0xEDFCBA45 

    - L = 0x98CBADFE 

    - M = 0x13DCE476 

4. Process Each 512-bit Block: This is the most important step of the MD5 algorithm. 
Here, a total of 64 operations are performed in 4 rounds. In the 1st round, 16 operations 
will be performed, 2nd round 16 operations will be performed, 3rd round 16 operations 
will be performed, and in the 4th round, 16 operations will be performed. We apply a 
different function on each round i.e. for the 1st round we apply the F function, for the 
2nd G function, 3rd for the H function, and 4th for the I function.  
We perform OR, AND, XOR, and NOT (basically these are logic gates) for calculating 
functions. We use 3 buffers for each function i.e. K, L, M. 
     - F(K,L,M) = (K AND L) OR (NOT K  AND M) 

     - G(K,L,M) = (K AND L) OR (L AND NOT M) 

     - H(K,L,M) = K XOR L XOR M 

     - I(K,L,M) = L XOR (K OR NOT M) 

After applying the function now we perform an operation on each block. For 
performing operations we need  

 add modulo 232 
 M[i] – 32 bit message. 
 K[i] – 32 bit constant. 
 <<<n – Left shift by n bits. 
Now take input as initialize MD buffer i.e. J, K, L, M. Output of  K will be fed in L, L 
will be fed into M, and M will be fed into J. After doing this now we perform some 
operations to find the output for J. 

 In the first step, Outputs of K, L, and M are taken and then the function F is applied 
to them. We will add modulo 232  bits for the output of this with J. 
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 In a second step, we add the M[i] bit message with the output of the first step. 
 Then add 32 bits constant i.e. K[i] to the output of the second step.  
 At last, we do left shift operation by n (can be any value of n) and addition modulo 

by 232. 
After all steps, the result of J will be fed into K. Now same steps will be used for all 
functions G, H, and I. After performing all 64 operations we will get our message 
digest. 

Output: 
After all, rounds have been performed, the buffer J, K, L, and M contains the MD5 
output starting with the lower bit J and ending with Higher bits M. 

Application Of MD5 Algorithm: 

 We use message digest to verify the integrity of files/ authenticates files. 
 MD5 was used for data security and encryption. 
 It is used to Digest the message of any size and also used for Password verification. 
 For Game Boards and Graphics. 

Advantages of MD5 Algorithm: 

 MD5 is faster and simple to understand. 
 MD5 algorithm generates a strong password in 16 bytes format. All developers like 

web developers etc use the MD5 algorithm to secure the password of users.  
 To integrate the MD5 algorithm, relatively low memory is necessary.  
 It is very easy and faster to generate a digest message of the original message. 

Disadvantages of MD5 Algorithm: 

 MD5 generates the same hash function for different inputs.  
 MD5 provides poor security over SHA1. 
 MD5 has been considered an insecure algorithm. So now we are using SHA256 

instead of MD5   
 MD5 is neither a symmetric nor asymmetric algorithm. 

 
This Algorithms are initialize in static method called getInstance(). After selecting the 
algorithm it calculate the digest value and return the results in byte array.  
BigInteger class is used, which converts the resultant byte array into its sign-
magnitude representation.  
This representation converts into hex format to get the MessageDigest  

Examples: 
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Input : hello world 
Output : 5eb63bbbe01eeed093cb22bb8f5acdc3 
 
Input : GeeksForGeeks 
Output : e39b9c178b2c9be4e99b141d956c6ff6 
 
 
import java.math.BigInteger; 
import java.security.MessageDigest; 
import java.security.NoSuchAlgorithmException; 
 
// Java program to calculate MD5 hash value 
public class MD5 { 
 public static String getMd5(String input) 
 { 
  try { 
 
   // Static getInstance method is called with hashing MD5 
   MessageDigest md = MessageDigest.getInstance("MD5"); 
 
   // digest() method is called to calculate message digest 
   // of an input digest() return array of byte 
   byte[] messageDigest = md.digest(input.getBytes()); 
 
   // Convert byte array into signum representation 
   BigInteger no = new BigInteger(1, messageDigest); 
 
   // Convert message digest into hex value 
   String hashtext = no.toString(16); 
   while (hashtext.length() < 32) { 
    hashtext = "0" + hashtext; 
   } 
   return hashtext; 
  } 
 
  // For specifying wrong message digest algorithms 
  catch (NoSuchAlgorithmException e) { 
   throw new RuntimeException(e); 
  } 
 } 
 
 // Driver code 
 public static void main(String args[]) throws NoSuchAlgorithmException 
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 { 
  String s = "GeeksForGeeks"; 
  System.out.println("Your HashCode Generated by MD5 is: " + 
getMd5(s)); 
 } 
} 
 

Output:- 
Your Hash Code Generated by MD5 is: e39b9c178b2c9be4e99b141d956c6ff6 

 

Conclusion: - Hence we studied about the MD5 algorithm 

 


