
UNIT V

NETWORK AND SYSTEM SECURITY
OSI Security Architecture:-
            The security of an organization is the utmost concern of people working at the organization. Safety and 
security are the pillars of cyber technology. It is hard to imagine the cyber world without thinking about security. 
The architecture of security is thus a very important aspect of the organization. All the requirements concerned with 
security are taken care of by the managers of the organization by using a well-organized OSI Security Architecture. 
OSI Security Architecture defines the well-planned standard architecture for security features in computer 
networking. OSI architecture is internationally acceptable as it lays the flow of providing safety in an organization.
Need of OSI Architecture:
Below listed are the need for OSI Architecture in an organization:
   1. Security Needs:
OSI Architecture caters to the security needs of an organization.
Safety and security are ensured by OSI Architecture to prevent risk and threats.
   2. Systematic Arrangement:
OSI Architecture gives a systematic approach to the security requirements of an organization.
Security policies are well maintained through OSI Architecture.
   3. Centralised Processing:
OSI Architecture maintains a central processing environment.
LAN and WAN help in the Centralised Processing of OSI Architecture.
Benefits of OSI Architecture:
 Below listed are the benefits of OSI Architecture in an organization:
 1. Providing Security:
OSI Architecture in an organization provides the needed security and safety, preventing potential threats and risks.
Managers can easily take care of the security and there is hassle-free security maintenance done through OSI 
Architecture.
 2. Organising Task:
Managers get the opportunity to organize tasks in an organization effectively.
A well-planned standard architecture for security features enhances performance.
 3. Meets International Standards:
Security services are defined and recognized internationally meeting international standards.
The standard definition of requirements defined using OSI Architecture is globally accepted.
Three Pillars of OSI Security Architecture:
OSI Security Architecture is categorized into three broad categories mentioned Security Attacks, Security 
mechanisms, and Security Services. We will discuss each in detail:
1. Security Attacks: 
These are defined as the actions that put at risk an organization’s safety. They are further classified into 2 sub-
categories:
A. Passive Attack:
Attacks in which a third-party intruder tries to access the message/ content/ data being shared by the sender and 
receiver by keeping a close watch on the transmission or eave-dropping the transmission is called Passive Attacks.
Here, both the sender and receiver have no clue that their message/ data is accessible to some third-party intruder. 
The message/ data transmitted remains in its usual form without any deviation from its usual behavior. This makes 
passive attacks very risky as there is no information provided of the attack happening in the communication process. 
One way to prevent passive attacks is to encrypt the message/data that needs to be transmitted, this will prevent 
third-party intruders to use the information though it would be accessible to them. Passive attacks are therefore 
divided into two parts based on their behavior:
Message Content is the type of passive Attack that involves the intruder stealing all the message/data transmitted. 
Here, the information gathered by the intruder is stolen unethically.



Masked Traffic Analysis: This type of passive Attack involves messages/ data being encrypted before 
transmission. Here, the message being masked/ encrypted the intruder can’t read the message but only understand 
the pattern and length of encryption.
B. Active Attacks:
Attacks in which both the sender and receiver have no clue that their message/ data is modified by some third-party 
intruder. The message/ data transmitted doesn’t remain in its usual form and shows deviation from its usual 
behavior. This makes active attacks dangerous as there is no information provided of the attack happening in the 
communication process and the receiver is not aware that the data/ message received is not from the sender.
Active attacks are further divided into four parts based on their behavior:
Masquerade is a type of active attack, the attacker tampers the information received by the receiver by claiming 
itself as the sender.
Replay is a type of active attack, the attacker attacks the transmitted message through a passive channel and make 
the final message received by the receiver look like it’s not authorized and safe
Modification of Message is a  type of active attack, the attacker modifies the transmitted message and makes the 
final message received by the receiver look like it’s not authorized and safe
Denial of Services is a type of active attack, the receiver is prevented from receiving the transmitted message as 
there is an overflow of requests to the receiver, which makes the services hampered from their usual behavior.
2. Security Mechanism
The mechanism that is built to identify any breach of security or attack on the organization, is called a security 
mechanism. Security Mechanisms are also responsible for providing ways in which an attack can be prevented as 
soon as it is detected.
3. Security Services:
Security services refer to the different services available for maintaining the security and safety of an organization. 
They help in preventing any potential risks to security. Security services are divided into 5 types:
Authentication is the most basic service to ensure that desired permission is well verified and safe
Access Control ensures that only authorized users have access to the available resources.
Data Confidentiality is responsible for ensuring that the data is kept extremely safe from third-party intruders.
Data Integrity ensures that the transmitted information received by the receiver is well- authenticated and there is 
no tampering with the information received.
Non- repudiation restricts the forwarding of the transmitted message by either of the parties( sender and receiver).

   Access control
 Access control is a fundamental component of data security that dictates who’s allowed to access and use 
company information and resources. Through authentication and authorization, access control policies make sure 
users are who they say they are and that they have appropriate access to company data. Access control can also be 
applied to limit physical access to campuses, buildings, rooms, and datacenters.  Access control identifies users by 
verifying various login credentials, which can include usernames and passwords, PINs, biometric scans, and security 
tokens. Many access control systems also include multifactor authentication (MFA), a method that requires multiple 
authentication methods to verify a user’s identity. Once a user is authenticated, access control then authorizes the 
appropriate level of access and allowed actions associated with that user’s credentials and IP address. 
There are four main types of access control. Organizations typically choose the method that makes the most sense 
based on their unique security and compliance requirements. The four access control models are:

1. Discretionary access control (DAC):  In this method, the owner or administrator of the protected system, 
data, or resource sets the policies for who is allowed access.

2. Mandatory access control (MAC): In this nondiscretionary model, people are granted access based on an 
information clearance. A central authority regulates access rights based on different security levels. This 
model is common in government and military environments. 

3. Role-based access control (RBAC): RBAC grants access based on defined business functions rather than 
the individual user’s identity. The goal is to provide users with access only to data that’s been deemed 
necessary for their roles within the organization. This widely used method is based on a complex 
combination of role assignments, authorizations, and permissions.
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4. Attribute-based access control (ABAC): In this dynamic method, access is based on a set of attributes and 
environmental conditions, such as time of day and location, assigned to both users and resources.

Access control keeps confidential information such as customer data, personally identifiable information, 
and intellectual property from falling into the wrong hands. It’s a key component of the modern zero trust 
security framework, which uses various mechanisms to continuously verify access to the company network. 
Without robust access control policies, organizations risk data leakage from both internal and external 
sources. 
Access control is particularly important for organizations with hybrid cloud and multi-cloud 
cloud environments, where resources, apps, and data reside both on premises and in the cloud. Access 
control can provide these environments with more robust access security beyond single sign-on (SSO), and 
prevent unauthorized access from unmanaged and BYO devices. 

Flood Attacks
Flood attacks are also known as Denial of Service (DoS) attacks. In a flood attack, attackers send a very 
high volume of traffic to a system so that it cannot examine and allow permitted network traffic. For 
example, an ICMP flood attack occurs when a system receives too many ICMP ping commands and must 
use all its resources to send reply commands.
The Firebox can protect against these types of flood attacks:
1.IPSec
2.IKE
3.ICMP
4.SYN
5.UDP
The default configuration of the Firebox is to block flood attacks.
About Flood Attack Thresholds
To prevent flood attacks, in the Default Packet Handling page, you can specify thresholds for the allowed 
number of packets per second for different types of traffic. When the number of packets received on an 
interface exceeds the specified threshold, the device starts to drop traffic of that type on the interface.
For example, if you set the Drop UDP Flood Attack threshold to 1000, the device starts to drop UDP 
packets from an interface that receives more than 1000 UDP packets per second. The device does not drop 
other types of traffic or traffic received on other interfaces.
The Firebox generates up to three log messages a minute when the rate of packets received on an interface 
is above a specified threshold.
The Firebox does not drop every packet received over the specified threshold immediately. This table 
shows whether the device drops a packet, based on the rate of packets of that type received on an interface:

Rate of packets received Packets dropped

Below the threshold No packets

Between the threshold and twice the threshold 25% of packets of that type

More than twice the threshold All packets of that type

When the rate of packets received on the interface falls back below the threshold, the device no longer 
drops packets of that type.
For example, you set the Drop UDP Flood Attack threshold to 1800 packets per second. When a device 
interface receives 2000 UDP packets a second, the device drops approximately 500 UDP packets (25% of 
2000 = 500). When the device interface receives over 3600 UDP packets per second, the device drops all 
UDP packets from the interface.
The exact number of packets dropped might fluctuate when an interface first receives traffic and when 
traffic increases and decreases.



Blocked Sites Exceptions bypass all Default Packet Handling checks, except spoofing and IP source route 
attacks. The device does not drop traffic that comes from a site on the Blocked Site Exceptions list, even 
when the traffic exceeds a specified flood attack threshold. In Fireware v12.5.6/12.6.3 or higher, traffic that 
flood attack protection would normally block does appear in the traffic logs as a flood attack from an 
exception site.
Configure Flood Attack Thresholds
You can enable or disable protection for different types of flood attacks, and configure the thresholds for 
allowed number of packets per second.

Denial-of-Service Attacks Block Legitimate Traffic
A denial-of-service (DoS) attack radiates from a single source and floods resources that serve genuine traffic. 
Preventing DoS at the network or infrastructure level typically depends on implementing firewall rules and an 
intrusion detection system (IDS). Once an attack is detected, the IDS blocks traffic from the suspicious source.This 
approach is simple enough, and it’s often effective at shutting down cyberattackers. However, threat actors have 
upped their game with distributed denial-of-service attacks. The goal of these attacks is to shut down enterprise 
applications, extort money or claim bragging rights. With DDoS, the malicious traffic comes from multiple sources 
around the globe, all targeting one system or network. In these cases, firewalls and IDS solutions don’t know where 
to start to detect and block incidents.What’s more, thanks to attackers’ creative use of both old tactics and new 
devices, the situation is getting worse. Hackers are continually developing variations on the DDoS theme, exploiting 
vulnerable people using tried-and-true tactics such as phishing, which still work despite training and warnings. They 
are also exploiting vulnerable devices — including the billions of devices connected to the internet of things (IoT) 
— to create botnets that route DDoS attacks. The Mirai botnet showed the way, and new variations are ever 
evolving.The damages associated with DDoS attacks can be significant, with estimates ranging from an average of 
$50,000 in lost business revenue per attack all the way up to $2 million on average. Even worse for businesses may 
be the loss in consumer trust, the theft of intellectual property and the threat of malware infection. Cloud service 
providers face similar consequences, such as damage to reputation or long service outages that can lead to revenue 
loss and exposure of sensitive customer data.
DDoS Attacks Can Take Several Forms
The first step in mitigating the threat of DDoS attacks is to know which of the three major attack types you’re 
fighting.
Volume-Based Attacks
Flooding is the goal here, as a DDoS attack aims to exhaust bandwidth using botnets. The mushrooming number of 
connected devices makes this easier, as it’s not unusual for botnets to include more than a million nodes. For 
example, the File Transfer Protocol (FTP) service can be flooded with huge volumes of Transmission Control 
Protocol traffic and be brought down.
Protocol Attacks
Flooding can bring down a service, but so can exploiting bugs in the protocols for the network and transport layers. 
Even when a network receives only small amounts of traffic, protocol attacks can disrupt business.
Application-Layer Attacks
Here the protocol is correct, so the traffic looks legitimate, which makes it hard for the IDS to detect. For instance, 
in an HTTP flood DDoS attack, an attacker may use a botnet to send a series of requests to infiltrate a web server or 
application. The attack is even better — from the attacker’s standpoint — if responding to each request maximizes 
the resources the server or application must allocate. For example, the request could ask for absurd pieces of 
difficult-to-access data.
Fight DDoS Attacks With a Combination of Security Tools and Techniques
Security operations centers (SOCs) today face a number of challenges as they look to fight threats, including DDoS 
threats. Malicious actors often go low and slow, creeping their way through systems and networks to unearth ever-
more-valuable credentials. And given the barrage of events, alarms and systems analysts must address — and the 
lack of resources — even if you see data slipping away, you may not be able to stop it. This emphasizes the 
importance not only of detecting and identifying threats, but also eliminating and mitigating them.Distributed 
denial-of-service attacks have historically been difficult to defend against. Perimeter defenses alone aren’t enough 



— though to mitigate DDoS attacks on the cloud, security teams should establish a secure perimeter and associated 
rules around allowing or dropping packets. Experts recommend focusing on prevention and mitigation tools and 
techniques, including advanced firewalls, content delivery networks (CDNs), source-rate limiting and traffic 
scrubbing.Next-generation firewalls add intrusion prevention and application awareness to traditional capabilities. 
These firewalls offer broader, more powerful protections against sophisticated attacks, including DDoS threats, by 
enforcing security policies at the application, network and session layers. SOCs can use these firewalls to gain the 
controls they need to customize security rules for network traffic.

The proxy servers and associated data centers that define a CDN normally work to speed delivery of web content 
and rich media, but during a DDoS attack, a CDN automatically distributes traffic across tens of thousands of 
servers. This can keep a website up and running even in the face of volume-based and protocol DDoS 
attacks.Source-rate limiting blocks excess traffic based on the source Internet Protocol (IP) where an attack 
originates. This can be especially effective at limiting traffic in a volume-based attack at the application layer. You 
can limit the number of allowed requests depending on where in a web application they occur and tailor your 
response according to the violation — for example, by blocking a user for five minutes or sending them to a 
CAPTCHA page. Source rate limiting can effectively protect a website or application, but only if the IP address is 
not spoofed.Finally, a third party an provide DDoS traffic scrubbing services. In this case, a vendor analyzes 
incoming traffic on a target network to detect and eliminate threats as quickly as possible. In a DDoS attack, all 
traffic reroutes to globally distributed traffic scrubbing centers. There, malicious traffic is scrubbed, and clean traffic 
is redirected to the target network.
Develop a DDoS Incident Response Plan
As SOCs increase their use of artificial intelligence (AI), machine learning is also playing a role in detecting and 
halting DDoS attacks. But if threat actors figure out the algorithms used, they can strip away defenses. Because no 
security tool or technique is completely ironclad on its own, organizations should develop an incident response plan 
to ensure backup services kick in and damages remain minimal if their business is targeted.

What is a Honeypot
A honeypot is a security mechanism that creates a virtual trap to lure attackers. An intentionally 
compromised computer system allows attackers to exploit vulnerabilities so you can study them to 
improve your security policies. You can apply a honeypot to any computing resource from software and 
networks to file servers and routers.Honeypots are a type of deception technology that allows you to 
understand attacker behavior patterns. Security teams can use honeypots to investigate cybersecurity 
breaches to collect intel on how cybercriminals operate. They also reduce the risk of false positives, 
when compared to traditional cybersecurity measures, because they are unlikely to attract legitimate 
activity.
Honeypots vary based on design and deployment models, but they are all decoys intended to look like 
legitimate, vulnerable systems to attract cybercriminals.
Production vs. Research Honeypots
There are two primary types of honeypot designs:

Production honeypots—serve as decoy systems inside fully operating networks and servers, often as 
part of an intrusion detection system (IDS). They deflect criminal attention from the real system while 
analyzing malicious activity to help mitigate vulnerabilities.

Research honeypots—used for educational purposes and security enhancement. They contain trackable 
data that you can trace when stolen to analyze the attack.



Types of Honeypot Deployments

There are three types of honeypot deployments that permit threat actors to perform different levels of malicious 
activity:
Pure honeypots—complete production systems that monitor attacks through bug taps on the link that connects the 
honeypot to the network. They are unsophisticated.

Low-interaction honeypots—imitate services and systems that frequently attract criminal attention. They offer a 
method for collecting data from blind attacks such as botnets and worms malware.

High-interaction honeypots—complex setups that behave like real production infrastructure. They don’t restrict the 
level of activity of a cybercriminal, providing extensive cybersecurity insights. However, they are higher-
maintenance and require expertise and the use of additional technologies like virtual machines to ensure attackers 
cannot access the real system.

Honeypot Limitation
sHoneypot security has its limitations as the honeypot cannot detect security breaches in legitimate systems, and it 
does not always identify the attacker. There is also a risk that, having successfully exploited the honeypot, an 
attacker can move laterally to infiltrate the real production network. To prevent this, you need to ensure that the 
honeypot is adequately isolated.To help scale your security operations, you can combine honeypots with other 
techniques. For example, the canary trap strategy helps find information leaks by selectively sharing different 
versions of sensitive information with suspected moles or whistleblowers.
Honeynet: A Network of Honeypots
A honeynet is a decoy network that contains one or more honeypots. It looks like a real network and contains 
multiple systems but is hosted on one or only a few servers, each representing one environment. For example, a 
Windows honeypot machine, a Mac honeypot machine and a Linux honeypot machine.
A “honeywall” monitors the traffic going in and out of the network and directs it to the honeypot instances. You can 
inject vulnerabilities into a honeynet to make it easy for an attacker to access the trap.
Example of a honeynet topology
Any system on the honeynet may serve as a point of entry for attackers. The honeynet gathers intelligence on the 
attackers and diverts them from the real network. The advantage of a honeynet over a simple honeypot is that it feels 
more like a real network, and has a larger catchment area.
This makes honeynet a better solution for large, complex networks – it presents attackers with an alternative 
corporate network which can represent an attractive alternative to the real one.
Spam Trap: An Email Honeypot
Spam traps are fraud management tools that help Internet Service Providers (ISPs) identify and block spammers. 
They help make your inbox safer by blocking vulnerabilities. A spam trap is a fake email address used to bait 
spammers. Legitimate mail is unlikely to be sent to a fake address, so when an mail is received, it is most likely 
spam.



Types of spam traps include:

Username typos—the spam filter detects typos resulting from human or machine error, including and sends the 
email into the spam folder. This includes misspelled email addresses like, for example, jhon@labra.com instead of 
the real john@labrat.com.

Expired email accounts—some providers use abandoned email accounts or expired domain names as spam traps.

Purchased email lists—these often contain many invalid email addresses that can trigger a spam trap. Additionally, 
since the sender didn’t gain authorization to send emails to the accounts on the list, they can be treated as spammers 
and blacklisted.

Spam trap vulnerabilities include generating backscatter (incorrectly automated bounce messages) and tainting 
legitimate email addresses that reply to or forward the message.

Moreover, once the spam trap has been exposed, it spammers can exploit it by sending legitimate content to it, 
causing the spam trap to lose its efficacy. Another risk is that some people may write to an address without realizing 
that it is a spam trap.

Accidentally hitting a spam trap can damage your organization by affecting your reputation and deliverability. An 
ISP might block or blacklist your IP address and companies that consult anti-spam databases will filter your emails.

IDS vs IPS vs Firewall – Know the Difference



The main difference being that firewall performs actions such as blocking and filtering of traffic while an 
IPS/IDS detects and alert a system administrator or prevent the attack as per configuration.

A firewall allows traffic based on a set of rules configured. It relies on the source, the destination addresses, and the 
ports. A firewall can deny any traffic that does not meet the specific criteria.

IDS is a passive device which watches packets of data traversing the network, comparing with signature patterns and 
setting off an alarm on detection on suspicious activity. On the contrary, IPS is an active device working in inline 
mode and prevent the attacks by blocking it.

Furthermore, below table enumerates the difference between Firewall vs IDS vs IPS in detail –

PARAMETER FIREWALL IPS IDS

Abbreviation for - Intrusion Prevention System Intrusion Detection System



Philosophy Firewall is a network security 
device that filters incoming and 
outgoing network traffic based 
on predetermined rules

IPS is a device that inspects 
traffic, detects it, classifies 
and then proactively stops 
malicious traffic from attack.

An intrusion detection system (IDS) is a 
device or software application that 
monitors a traffic for malicious activity 
or policy violations and sends alert on 
detection.

Principle of 
working

Filters traffic based on IP 
address and port numbers

inspects real time traffic and 
looks for traffic patterns or 
signatures of attack and then 
prevents the attacks on 
detection

Detects real time traffic and looks for 
traffic patterns or signatures of attack 
and them generates alerts

Configuration 
mode

Layer 3 mode or transparent 
mode

Inline mode , generally being 
in layer 2

Inline or as end host (via span) for 
monitoring and detection

Placement Inline at the Perimeter of 
Network

Inline generally after Firewall Non-Inline through port span (or via tap)

Traffic patterns Not analyzed Analyzed Analyzed

Placement wrt each 
other

Should be 1st Line of defense Should be placed after the 
Firewall device in network

Should be placed after firewall

Action on 
unauthorized 
traffic detection

Block the traffic Preventing the traffic on 
Detection of anomaly

Alerts/alarms on detection of anomaly

Related 
terminologies

> Stateful packet filtering
> permits and blocks traffic by 
port/protocol rules

> Anomaly based detection
> Signature detection
> Zero day attacks
> Blocking the attack
 

> Anomaly based detection
> Signature detection
> Zero day attacks
> Monitoring
> Alarm
 

What is a firewall?
A firewall is a digital security system that checks all incoming and outgoing traffic in your network. It keeps out all 



unauthorized traffic and lets in only those communications that are deemed safe. Firewalls ensure a safe connection 
when connecting to the internet.Firewall safeguards come installed on every Mac, Windows PC, and router. 
Businesses include a software firewall on all employee computers as well as on their network as a whole, to protect 
company communications. This means that every data request has to go through at least two firewalls.
What does a firewall do?
A firewall filters data entering your network. It analyzes that data by checking the sender’s address, the application 
the data is meant for, and its content. By combining these data points, a firewall can tell what’s harmful and what 
isn’t, and it opens or closes the network gate accordingly.
The primary purpose of a firewall is to check if traffic or an incoming connection meets a predefined set of security 
standards — making firewalls an indispensable internet security measure. A good firewall tool can help you adjust 
the firewall to your liking.
How does a firewall work?
A firewall works according to a list of rules that determine whether traffic can enter or exit a network. These rules 
change based on what you tell an application to do and how you choose to define dangerous activity. Think of a 
firewall as a security guard who knows everything happening inside the building (network) they’re guarding.
At some point in your life, you’ve probably had to click a window that says “Allow exception” when connecting to a 
website or opening a program. Firewall permissions are always changing, and different firewalls work at different 
levels. Some firewalls check the address of the sender, while others check the contents of the transmission.

Firewalls filter incoming traffic to block threats to your computer or network.

Different types of firewalls and 
examples
Many different things happen when you connect through the internet to another device, such as a web server. And 
unfortunately data breaches can happen at any point during this process — from the code that determines how a 
page is displayed on a PC or an iPhone, all the way down to the protocol that allows the connection between two 
machines.Firewalls come in all shapes and sizes to accommodate these points of contact. Here are some firewall 
examples:
Packet-filtering firewalls
Next-generation firewalls (NGFW)



Proxy firewalls
Network address translation (NAT) firewalls
Stateful multilayer inspection (SMLI) firewalls
You’re definitely using one of these if you’re browsing at home. If you’re connecting from within a company, every 
data request could be moving through three or more firewalls. No effort is too much when it comes to server 

security.Let’s look at each of these firewall types in greater depth.

Packet-filtering firewalls
The oldest type of firewall, packet-filtering firewalls filter traffic by packets, which are smaller bits of data making 
up the traffic you receive. Every packet has header information that helps your computer put the file back together 
like a jigsaw puzzle. Packet filtering works by looking at this header.

Packet-filtering firewalls analyze information in data packets to determine their safety.

The address the packet came from and the connection protocol are two crucial bits of information in the header. Is 
the IP address that of Facebook or a blacklisted host? And is the protocol standard TCP? Packet-filtering firewalls 
look at this most basic information.
Packet-filtering firewalls come in two categories: stateful and stateless. The former analyzes packets within the 
context of a network connection, while the latter examines them in isolation as separate packets themselves.

Next-generation firewalls (NGFW)
Next-generation firewalls go deeper than the header information of a message. They are able to tell when a 
connection is dangerous based on the contents of a packet and the program designated to receive it — such as your 
browser or an online video game.

Proxy firewalls
Proxy firewalls act as intermediaries between two servers connecting to each other. A proxy server is an 
intermediary between two other devices online, such as your computer and web server. When setting up a proxy, 
you’ll outline what types of data to relay (and block) between the two connected devices.
Traditional firewalls work at the TCP level, while proxy firewalls work at the application level, such as on HTTP. 
We use HTTP to browse the internet, and this type of firewall looks after traffic happening on this level. Some sites 
also use HTTPS, which simply adds encryption to HTTP as another line of defense.

Network address translation (NAT) 
firewalls
Network address translation, or NAT, happens because there aren’t enough IP addresses under our current system 
of IPv4 (soon to be replaced by IPv6). Many households and companies use just one IP address, and the NAT 
process redirects data to a specific device sharing that IP address.

https://www.avast.com/c-what-is-a-firewall


Though unwieldy, NAT has some security benefits. A firewall placed at the router level can stop malicious activity 
before the data is sent to your private IP address — the address that differentiates you from everyone else sharing 
the public IP address. You can think of this as a home network firewall.
Router firewalls help make our private and public IP addresses more manageable and safe to use.

Stateful multilayer inspection (SMLI) 
firewalls
Stateful multilayer inspection firewalls use holistic data inspection to detect threats. Stateful inspection means a 
packet is analyzed within the context of every other packet transmitted over the network. Without this type of 
inspection, packets are examined only in isolation from one another.
Standard internet communications use a seven-layered model called Open System Interconnection (OSI), 
and multilayer inspection examines a packet at every layer. This makes SMLI firewalls highly advanced and very 
secure, though they can slow things down a bit.

Why do I need a firewall?
You need a firewall because there are always new threats to cybersecurity, which concern both large companies and 
individuals like you. IT technicians and antivirus software developers work around the clock to keep hackers from 
gaining access to private data.
For every new step in cybersecurity, cybercriminals take an additional ten steps. While IT technicians work to 
secure data in a company’s network and maintain a firewall’s network security, pirates armed with malware and 
other hacking tricks attempt to obtain that data and sell it for a hefty sum.
A firewall keeps you from getting caught in the middle or from being targeted yourself. While you can always try 
to assess a website’s safety, a firewall casts a much wider security net.

Intrusion Prevention System (IPS)
Intrusion Prevention System is also known as Intrusion Detection and Prevention System. It is a network security 
application that monitors network or system activities for malicious activity. Major functions of intrusion prevention 
systems are to identify malicious activity, collect information about this activity, report it and attempt to block or 
stop it. 
Intrusion prevention systems are contemplated as augmentation of Intrusion Detection Systems (IDS) because both 
IPS and IDS operate network traffic and system activities for malicious activity. 
IPS typically record information related to observed events, notify security administrators of important observed 
events and produce reports. Many IPS can also respond to a detected threat by attempting to prevent it from 
succeeding. They use various response techniques, which involve the IPS stopping the attack itself, changing the 
security environment or changing the attack’s content. 
Classification of Intrusion Prevention System (IPS): 
Intrusion Prevention System (IPS) is classified into 4 types: 
 
1. Network-based intrusion prevention system (NIPS): 

It monitors the entire network for suspicious traffic by analyzing protocol activity. 
 

2. Wireless intrusion prevention system (WIPS): 
It monitors a wireless network for suspicious traffic by analyzing wireless networking protocols. 
 

3. Network behavior analysis (NBA): 
It examines network traffic to identify threats that generate unusual traffic flows, such as distributed denial of 
service attacks, specific forms of malware and policy violations. 
 

4. Host-based intrusion prevention system (HIPS): 
It is an inbuilt software package which operates a single host for doubtful activity by scanning events that occur 
within that host. 



 
Comparison of Intrusion Prevention System (IPS) Technologies:
The Table below indicates various kinds of IPS Technologies:

IPS 
Technology 
Type

            Types of 
Malicious Activity 
Detected

  Scope per 
Sensor                         Strengths

Network-
Based

Network, transport, 
and application TCP/IP 
layer activity

Multiple network 
subnets and 
groups of hosts

Only IDPS which can  analyze 
the widest range of application 
protocols; 

Wireless

Wireless protocol 
activity; unauthorized 
wireless 

local area networks 
(WLAN) in use

Multiple 
WLANs and 

groups of 
wireless clients Only IDPS able to predict 

wireless protocol activity

NBA

Network, transport, 
and application TCP/IP 
layer activity 

that causes anomalous 
network flows

Multiple network 
subnets 

and groups of 
hosts

Typically more effective than 
the others at 

identifying reconnaissance 
scanning and

 DoS attacks, and at 
reconstructing major

 malware infections

Host-Based

Host application and 
operating system (OS) 
activity; network, 
transport, 

and application TCP/IP 
layer activity

Individual host

Can analyze activity that

was transferred in end-to-end 

encrypted communications

Detection Method of Intrusion Prevention System (IPS):  
1. Signature-based detection: 

Signature-based IDS operates packets in the network and compares with pre-built and preordained attack 
patterns known as signatures. 
 

2. Statistical anomaly-based detection: 
Anomaly based IDS monitors network traffic and compares it against an established baseline. The baseline will 
identify what is normal for that network and what protocols are used. However, It may raise a false alarm if the 
baselines are not intelligently configured. 
 

3. Stateful protocol analysis detection: 
This IDS method recognizes divergence of protocols stated by comparing observed events with pre-built 
profiles of generally accepted definitions of not harmful activity. 
 



Comparison of IPS with IDS: 
The main difference between Intrusion Prevention System (IPS) with Intrusion Detection Systems (IDS) are: 
1. Intrusion prevention systems are placed in-line and are able to actively prevent or block intrusions that are 

detected. 
2. IPS can take such actions as sending an alarm, dropping detected malicious packets, resetting a connection or 

blocking traffic from the offending IP address. 
3. IPS also can correct cyclic redundancy check (CRC) errors, defragment packet streams, mitigate TCP 

sequencing issues and clean up unwanted transport and network layer options. 

Operating System Security
Every computer system and software design must handle all security risks and implement the necessary measures to 
enforce security policies. At the same time, it's critical to strike a balance because strong security measures might 
increase costs while also limiting the system's usability, utility, and smooth operation. As a result, system designers 
must assure efficient performance without compromising security..

What is Operating System Security?
The process of ensuring OS availability, confidentiality, integrity is known as operating system security. OS security 
refers to the processes or measures taken to protect the operating system from dangers, including viruses, worms, 
malware, and remote hacker intrusions. Operating system security comprises all preventive-control procedures that 
protect any system assets that could be stolen, modified, or deleted if OS security is breached.

Security refers to providing safety for computer system resources like software, CPU, 
memory, disks, etc. It can protect against all threats, including viruses and unauthorized 
access. It can be enforced by assuring the operating system's integrity, 
confidentiality, and availability. If an illegal user runs a computer application, the 
computer or data stored may be seriously damaged.

System security may be threatened through two violations, and these are as follows:

1. Threat

A program that has the potential to harm the system seriously.

2. Attack

A breach of security that allows unauthorized access to a resource.

There are two types of security breaches that can harm the system: malicious and 
accidental. Malicious threats are a type of destructive computer code or web script that 
is designed to cause system vulnerabilities that lead to back doors and security 
breaches. On the other hand, Accidental Threats are comparatively easier to protect 
against.

Security may be compromised through the breaches. Some of the breaches are as 
follows:



1. Breach of integrity

This violation has unauthorized data modification.

2. Theft of service

It involves the unauthorized use of resources.

3. Breach of confidentiality

It involves the unauthorized reading of data.

4. Breach of availability

It involves the unauthorized destruction of data.

5. Denial of service

It includes preventing legitimate use of the system. Some attacks may be accidental.

The goal of Security System
There are several goals of system security. Some of them are as follows:

1. Integrity

Unauthorized users must not be allowed to access the system's objects, and users with 
insufficient rights should not modify the system's critical files and resources.

2. Secrecy

The system's objects must only be available to a small number of authorized users. The 
system files should not be accessible to everyone.

3. Availability

All system resources must be accessible to all authorized users, i.e., no single 
user/process should be able to consume all system resources. If such a situation arises, 
service denial may occur. In this case, malware may restrict system resources and 
preventing legitimate processes from accessing them.

Types of Threats
There are mainly two types of threats that occur. These are as follows:

Program threats



The operating system's processes and kernel carry out the specified task as directed. 
Program Threats occur when a user program causes these processes to do malicious 
operations. The common example of a program threat is that when a program is 
installed on a computer, it could store and transfer user credentials to a hacker. There 
are various program threats. Some of them are as follows:

1.Virus

A virus may replicate itself on the system. Viruses are extremely dangerous and can 
modify/delete user files as well as crash computers. A virus is a little piece of code that 
is implemented on the system program. As the user interacts with the program, the virus 
becomes embedded in other files and programs, potentially rendering the system 
inoperable.

2. Trojan Horse

This type of application captures user login credentials. It stores them to transfer them 
to a malicious user who can then log in to the computer and access system resources.

3. Logic Bomb

A logic bomb is a situation in which software only misbehaves when particular criteria 
are met; otherwise, it functions normally.

4. Trap Door

A trap door is when a program that is supposed to work as expected has a security 
weakness in its code that allows it to do illegal actions without the user's knowledge.

System Threats

System threats are described as the misuse of system services and network 
connections to cause user problems. These threats may be used to trigger the program 
threats over an entire network, known as program attacks. System threats make an 
environment in which OS resources and user files may be misused. There are various 
system threats. Some of them are as follows:

1. Port Scanning

It is a method by which the cracker determines the system's vulnerabilities for an attack. 
It is a fully automated process that includes connecting to a specific port via TCP/IP. To 
protect the attacker's identity, port scanning attacks are launched through Zombie 
Systems, which previously independent systems now serve their owners while being 
utilized for such terrible purposes.

2. Worm

The worm is a process that can choke a system's performance by exhausting all system 
resources. A Worm process makes several clones, each consuming system resources 



and preventing all other processes from getting essential resources. Worm processes 
can even bring a network to a halt.

3. Denial of Service

Denial of service attacks usually prevents users from legitimately using the system. For 
example, if a denial-of-service attack is executed against the browser's content settings, 
a user may be unable to access the internet.

Threats to Operating System
There are various threats to the operating system. Some of them are as follows:

Malware

It contains viruses, worms, trojan horses, and other dangerous software. These are 
generally short code snippets that may corrupt files, delete the data, replicate to 
propagate further, and even crash a system. The malware frequently goes unnoticed by 
the victim user while criminals silently extract important data.

Network Intrusion

Network intruders are classified as masqueraders, misfeasors, and unauthorized users. 
A masquerader is an unauthorized person who gains access to a system and uses an 
authorized person's account. A misfeasor is a legitimate user who gains unauthorized 
access to and misuses programs, data, or resources. A rogue user takes supervisory 
authority and tries to evade access constraints and audit collection.

Buffer Overflow

It is also known as buffer overrun. It is the most common and dangerous security issue 
of the operating system. It is defined as a condition at an interface under which more 
input may be placed into a buffer and a data holding area than the allotted capacity, and 
it may overwrite other information. Attackers use such a situation to crash a system or 
insert specially created malware that allows them to take control of the system.


