
Unit -VI
CYBER SECURITY AND TOOLS

Cybercrime and Information Security:-
The crime that involves and uses computer devices and Internet, is known as cybercrime.

Cybercrime can be committed against an individual or a group; it can also be committed against government 
and private organizations. It may be intended to harm someone’s reputation, physical harm, or even mental 
harm.

Cybercrime can cause direct harm or indirect harm to whoever the victim is.

However, the largest threat of cybercrime is on the financial security of an individual as well as the 
government.

Cybercrime causes loss of billions of USD every year.

Types of Cybercrime

Let us now discuss the major types of cybercrime −

Hacking
It is an illegal practice by which a hacker breaches the computer’s security system of someone for personal 
interest.

Unwarranted mass-surveillance
Mass surveillance means surveillance of a substantial fraction of a group of people by the authority especially 
for the security purpose, but if someone does it for personal interest, it is considered as cybercrime.

Child pornography
It is one of the most heinous crimes that is brazenly practiced across the world. Children are sexually abused 
and videos are being made and uploaded on the Internet.

Child grooming
It is the practice of establishing an emotional connection with a child especially for the purpose of child-
trafficking and child prostitution.

Copyright infringement
If someone infringes someone’s protected copyright without permission and publishes that with his own name, 
is known as copyright infringement.

Money laundering
Illegal possession of money by an individual or an organization is known as money laundering. It typically 
involves transfers of money through foreign banks and/or legitimate business. In other words, it is the practice 
of transforming illegitimately earned money into the legitimate financial system.



Cyber-extortion
When a hacker hacks someone’s email server, or computer system and demands money to reinstate the system, 
it is known as cyber-extortion.

Cyber-terrorism
Normally, when someone hacks government’s security system or intimidates government or such a big 
organization to advance his political or social objectives by invading the security system through computer 
networks, it is known as cyber-terrorism.

Cyber Security

Cyber security is a potential activity by which information and other communication systems are protected 
from and/or defended against the unauthorized use or modification or exploitation or even theft.

Likewise, cyber security is a well-designed technique to protect computers, networks, different programs, 
personal data, etc., from unauthorized access.

All sorts of data whether it is government, corporate, or personal need high security; however, some of the 
data, which belongs to the government defense system, banks, defense research and development organization, 
etc. are highly confidential and even small amount of negligence to these data may cause great damage to the 
whole nation. Therefore, such data need security at a very high level.

How to Secure Data?

Let us now discuss how to secure data. In order to make your security system strong, you need to pay attention 
to the following −

 Security Architecture

 Network Diagram

 Security Assessment Procedure

 Security Policies

 Risk Management Policy

 Backup and Restore Procedures

 Disaster Recovery Plan

 Risk Assessment Procedures

Once you have a complete blueprint of the points mentioned above, you can put better security system to your 
data and can also retrieve your data if something goes wrong.



Classification of Cybercrimes:-
Cyber crimes are majorly of 4 types:

 1. Against Individuals: These include e-mail spoofing, spamming, cyber defamation, cyber harassments and 
cyber stalking. 

2. Against Property: These include credit card frauds, internet time theft and intellectual property crimes. 

3. Against Organisations: These include unauthorized accessing of computer, denial Of service, computer 
contamination / virus attack, e-mail bombing, salami attack, logic bomb, trojan horse and data diddling. 

4. Against Society: These include Forgery, CYber Terrorism, Web Jacking. 

Classification of Cyber Crimes Cyber crimes can be classified in to 4 major categories as the following:  

Cyber crime against Individual     

  (2) Cyber crime Against Property

 (3) Cyber crime Against Organization 

 (4) Cyber crime Against Society 

  (1) Against Individuals

Email spoofing : A spoofed email is one in which the e-mail header is forged so that the mail appears to 
originate from one source but actually has been sent from another source.

Spamming : Spamming means sending multiple copies of unsolicited mails or mass e-mails such as chain 
letters. 

Cyber Defamation : This occurs when defamation takes place with the help of computers and/or the Internet. 
E.g. someone publishes defamatory matter about someone on a website or sends e-mails containing 
defamatory information.

 (iv) Harassment & Cyber stalking : Cyber Stalking Means following an individual's activity over internet. It 
can be done with the help of many protocols available such as e- mail, chat rooms, user net groups.   

(2) Against Property

 (i) Credit Card Fraud : As the name suggests, this is a fraud that happens by the use of a credit card. This 
generally happens if someone gets to know the card number or the card gets stolen.

 (ii) Intellectual Property crimes : These include Software piracy: Illegal copying of programs, distribution of 
copies of software. Copyright infringement: Using copyrighted material without proper permission. 
Trademarks violations: Using trademarks and associated rights without permission of the actual holder. Theft 
of computer source code: Stealing, destroying or misusing the source code of a computer. 

(iii) Internet time theft : This happens by the usage of the Internet hours by an unauthorized person which is 
actually paid by another person.  

 (3) Against Organisations

 (i) Unauthorized Accessing of Computer: Accessing the computer/network without permission from the 
owner. 



It can be of 2 forms: 

a) Changing/deleting data: Unauthorized changing of data.

 b) Computer voyeur: The criminal reads or copies confidential or proprietary information, but the data is 
neither deleted nor changed. 

(ii) Denial Of Service : When Internet server is flooded with continuous bogus requests so as to denying 
legitimate users to use the server or to crash the server.

Computer contamination / Virus attack : A computer virus is a computer program that can infect other 
computer programs by modifying them in such a way as to include a (possibly evolved) copy of it. Viruses can 
be file infecting or affecting boot sector of the computer. Worms, unlike viruses do not need the host to attach 
themselves to. 

(iv) Email Bombing : Sending large numbers of mails to the individual or company or mail servers thereby 
ultimately resulting into crashing. 

Salami Attack : When negligible amounts are removed & accumulated in to something larger. These attacks 
are used for the commission of financial crimes.

Logic Bomb : It is an event dependent program. As soon as the designated event occurs, it crashes the 
computer, release a virus or any other harmful possibilities. 

Trojan Horse : This is an unauthorized program which functions from inside what seems to be an authorized 
program, thereby concealing what it is actually doing. 

(viii) Data diddling : This kind of an attack involves altering raw data just before it is processed by a computer 
and then changing it back after the processing is completed.  

 (4) Against Society

 (i) Forgery : Currency notes, revenue stamps, mark sheets etc. can be forged using computers and high quality 
scanners and printers. 

(ii) Cyber Terrorism : Use of computer resources to intimidate or coerce people and carry out the activities of 
terrorism.

 (iii) Web Jacking : Hackers gain access and control over the website of another, even they change the content 
of website for fulfilling political objective or for money

The legal perspectives-Indian perspective :-

Cyber Law – The Indian Perspective:-
Considering the importance of e-commerce and e-governance, the Government of India enacted The 
Information Technology Act of 2000. This law, however, did not cover specific computer or Internet crimes 
such as publishing sexually explicit material, voyeurism, breach of confidentially, leakage of data, e-commerce 
frauds such as phishing, identity theft and propagation of offensive messages. The Information Technology 
(Amendment) Act, 2008, was then introduced to address such issues.



There is thus a requirement of trained professionals who are versed in the usage of lawful technology. The 
program “Cyber Law- The Indian Perspective” addresses the rising concerns of the cyberspace and aims to 
provide a skilled workforce to the industry. The program offers an in-depth knowledge of the cyber law and its 
application in India as per:

The Information Technology Act, 2000

The Information Technology (Amendment) Act, 2008

All applicable orders, rules, and regulations

HIGHLIGHTS OF THE PROGRAMME

Electronic Signature

Intellectual Property issues in cyberspace

Concept of possession of data

Cybercrimes

Data Privacy

Data Security

Various types of cybercrime

Investigation Agencies

Adjudication Forums

Important Cases 

PROGRAMME CONTENT

Understanding the law of virtual world

Digital Signature and Electronic Signature

Electronic Commerce & Electronic Governance

Intellectual Property Issues in Cyber Space

Electronic Evidence

Cyber Crime

Cyber-crime: A Global Perspective

Cybersecurity constitutes one of the top five risks of most firms, especially in Big Tech and Banking & 
Financial Services. A weekend reading led to some interesting data points from various sources such as AV-
Test and Coveware, among others, and that further led to me pondering over the mitigating actions that we can 
take as individuals and as organisations for some, if not all, of these cybercrime risks. I extend my thanks to 
the respective experts who shared their knowledge, enabling me to piece together some parts of the larger 
jigsaw puzzle.

Global cybercrime damage costs this year are expected to breach US $6 trillion an annum. That is almost one-
fourth of the US GDP or twice the GDP of India. This is expected to scale up to US $10.5 trillion an annum by 
2025. Cyber attackers are disrupting critical supply chains, at least 4 times more than in 2019.



Yet, approximately 4 of every 5 organisations don’t consider themselves having proper responses to cyber-
attacks which creates a need for a cybersecurity risk management team for them. Let’s have a look at the 
individual components

Malware

Total Malware expected to exceed 1.2 billion samples in 2021 and is averaging approx. 18 million new 
malware samples every month (Source AV-Test). Approximately 94 % of this malware is polymorphic, i.e., 
can constantly change its identifiable features to evade detection.

Ransomware

Average ransom payment peaked in Q3 2020 at ~US $234k but decreased to ~US $154k in Q4 2020. The 
threat to leak exfiltrated data was up 43% during this period. (Source: Coveware). Sodinokibi, Egregor, Ryuk, 
Netwalker and Maze are the top-ranked ransomware by market share.

Data Breach

In 2020, the average cost of a data breach was ~US $3.9 million. Data privacy and cybersecurity risk are major 
concerns that are seeing more regulation created, for example, GDPR (EU), PDP(India) etc. Unfortunately, 
data breaches take time to be detected.

Phishing

More than 80% of reported security incidents were in the form of phishing attempts.

Cyber-crime: How does it impact India

India is no exception to the global trends in cyber-crime and expects cyber frauds to continue to rise in 2021. 
India ranks 11th worldwide in the number of attacks caused by servers that were hosted in the country, with 
2.3 million incidents reported in Q1 2020. Cyberattacks reported in 2020 were up nearly three times from 2019 
and more than 20 times compared to 2016.

While digital transformation, move to cashless transactions and zero contact communication supported with 
proliferation in internet and mobile phone usage, cyber risks in India have risen exponentially during the 
pandemic. According to the annual IBM X-Force Threat Intelligence Index, India reported the second-highest 
number of cyber-attacks after Japan in the Asia-Pacific region in 2020, accounting for 7 percent of all cyber-
attacks observed in Asia in 2020.

The cybersecurity market in India is expected to grow to over $3 billion by 2022, at about 150% of the global 
rate. A 2019 report by IBM revealed that cyberattacks cost India ₹12.8 crores on an average between July 2018 
and April 2019, while the average cost of a data breach globally was ₹27 crore. Besides these financial losses, 
cyberattacks can and have caused huge dents in organizational brand value.

45% of adult Indian internet users faced identity threat in 2020, up almost 40% since 2019, at 2.7 crore – over 
2 percent of India’s entire population.

A German cybersecurity firm, Greenbone Sustainable Resilience, reported that medical records of over 120 
million Indian patients (mostly from Maharashtra and Karnataka) were leaked on the Internet. The leaked 
records included pictures of the patients, X-rays, CT scans and MRIs.

Stuart Solomon, COO of Massachusetts based Recorded Future, had made an interesting claim based on 
malware tracing. He alleged that a Chinese group called Red Echo, “has been seen to systematically utilize 
advanced cyber intrusion techniques to quietly gain a foothold in nearly a dozen critical nodes across the 
Indian power generation and transmission infrastructure.” The firm claimed that the electricity outage in 
Mumbai on 13th October 2020, was orchestrated by Red Echo. Whether Red Echo was acting as a state actor 
or not, the threat is nonetheless real.

https://www.theirmindia.org/level1
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The latest one in the country is a fake SMS message, that claims to offer an app to register for Covid-19 
vaccination in India. Once the link is clicked, this installs malicious code that gains permissions to the user’s 
data, such as contact lists, and spreads via SMS to the user’s contacts.

Having perused these data points, it does not take much to decipher that these incidents are only expected to 
increase. Let’s look at some of the steps that can be taken to mitigate or reduce the impact;

Mitigants

We look at the mitigants from an individual and an organisational perspective

Individuals

For home usage, some cyber etiquettes generally are good enough to firstly avoid being attacked, and if one 
does become a victim of cyber-crime, can minimize impact;

Genuine hardware and genuine updated software;

Full-service internet security suites are preferred;

Usage of Virtual Private Networks is preferred, though this may slow things down slightly;

Avoiding spurious websites;

Usage of strong passwords, with alphanumeric characters (mix of the alphabet and numerals), symbols, not 
less than 8 words but preferably 10 or more words, not repeating passwords across sites;

Avoid clicking on pictures on WhatsApp or other sites, that are forwards;

Minimizing sharing personal information on social media, to prevent social engineering;

Avoid losing data by backing it up periodically;

To be extra cautious while outside work premises;

And if one is unfortunate to have been a victim, report to local authorities.

Organisations

Organisations need a much more structured approach to manage cybersecurity risks. Also, before 
commencing, it is important to realise that Human errors (~95%) are a major cause of cybersecurity breaches – 
any sophisticated programme that does not consider this element will be fraught with deficiencies. Having 
cybersecurity management can help mitigate the risks across the organisation.

A typical programme in a global organisation would mostly involve the following, amongst other steps, though 
may not be in any specific order;

Hire skilled people;

Launch a Cyber Security Programme;

Start with identification of top cyber risks;

Depending on the organisation’s risk appetite for cybercrime risks, secure budgets for investments in 
infrastructure, processes and training;

Build processes to identify external and internal threats and vulnerabilities, review vulnerability assessments, 
phishing tests, penetration testing, etc.;

Identify known and emerging threats that are likely risks for the organisation;

IoT Strategies, Network Strategy, Cloud Security and prevention of DDoS attacks to prevent infrastructure;

https://www.theirmindia.org/
https://www.theirmindia.org/
https://www.theirmindia.org/


Assess shift to integrated security products;

Assess Enterprise Application Security layers;

Build awareness of cyber regulations and cybersecurity standards;

Review SDLC from a security perspective;

Review Source Codes;

Build resiliency models, to enable recovery in case of an actual cyber-attack;

Review access and identity management components;

Review insurance/reinsurance arrangements for adequate coverage;

Implement Security control frameworks, complete with policy suites, standards and procedures;

GDPR assessments;

Continuous threat monitoring through organisation’s Security Operations Centres;

Oversight of third parties’ physical and logical security; and

Develop Cyber Incident and Crisis Response Mechanisms.

Zero Trust Model:

While employees are expected to follow the cyber etiquettes for individuals anyways, Zero Trust Model 
assumes that a breach is inevitable or has already occurred. This is recognizing internal and external threats.  
As a result, users get restricted access to corporate data, on a need-to-know basis. It entails constant user 
monitoring, real-time data protection, risk-based access controls, etc. Logically, Zero Trust Models are 
implemented to safeguard critical networks, such as those associated with national security.

Hopefully, these mitigating steps enable individuals as well as organisations to take stock of their journey, and 
course-correct where necessary.

Categories of Cybercrime:-

What is Cyber Crime?

One of the most popular and oft-occurring forms of crime in the world, cyber crime can be defined as the 
exploitation of computer networks, systems, and technology-dependent enterprises intentionally. There are 
different types of cyber crimes that use malicious code to modify data and gain unauthorized access.

What are the Categories of Cyber Crime?

Cyber crimes are categorized into three broad categories, individual, property and government. Based on each 
category of cyber crime, cybercriminals use different levels and types of threats. 

Individual: This cyber crime category includes disseminating malicious or illegal information via the internet 
and digital-applications by one person. Cyber speaking, pornography distribution, and trafficking are a few 
examples of this category of cyber crime.

Property: This cyber crime is similar to a real-life incident where a criminal keeps the bank or credit card 
information illegally. The hacker steals an individual’s bank details to acquire money or makes phishing scams 
online to obtain information from people.

Government: It is the least frequent cyber crime, but it is the most serious misconduct. A cyber crime against 
the government is also regarded as Cyber Terrorism. Government cyber crime involves the hacking of 
websites, military websites, or the distribution of government propaganda.

https://www.theirmindia.org/
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What are the Common Types of Cyber Crimes?

Let’s explore various types of cyber crimes prevalent today.

Web Attacks

SQL Injections

Cross-Site Scripting

DDoS Attacks

Password Attacks

Eavesdropping Attacks

Brute-Force and Dictionary Network Attacks

Insider Threats

Man-in-The-Middle Attacks

AI-powered Attacks

Drive-by Attacks

Phishing Attacks

Spear Phishing Attacks

Whale Phishing Attacks

Malware

Ransomware

Trojan Horses

Teardrop Attack

Ping of Death Attack

PuP’s

1. Web Attacks

A web attack affects the computer via the internet. These viruses can be downloaded from the internet and end 
up causing large-scale and irreversible damages to your system.

2. SQL Injections

SQL injection is a type of cyber crime that effectively employs malicious codes and manipulates backend 
databases to access information that is not intended to be displayed. These mostly involve private and sensitive 
data items including the likes of user lists and customer details, among others. SQLI can have long-term 
devastating effects such as deletion of tables, unauthorized viewing of any user list, and even administrative 
access to databases.

3. Cross-Site Scripting
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Cross-Site is another type of injection breach where attackers send malicious scripts from websites that are 
deemed responsible or reputed. Attackers inject malicious codes into trusted websites and applications and 
when a user visits such infected web page, the malicious JavaScipt code is executed on the user’s browser. 
This code can be used to steal important information like username and password.

4. DDoS Attacks

These are the attacks that aim at shutting down services or networks and making them inaccessible to the 
intended users. These attacks overwhelm the target with a lot of traffic and flood the same with information 
that can cause the website to crash. DDoS Attacks are targeted primarily at web servers of high-profile 
organizations such as the government or trade firms.

5. Password Attacks

These are simply meant to decrypt or even attempt to obtain a user’s password with the help of criminal 
intentions. Attackers can use Dictionary Attacks, Password Sniffers, or even Cracking programs in such cases. 
These attacks are conducted by accessing passwords that are exported or stored in a file.

6. Eavesdropping Attacks

Eavesdropping attack begins with the interception of network traffic. This type of cyber crime is also known as 
Sniffing or Snooping. In this type of cyber crime, individuals attempt to steal information that computers, 
smartphones, or other devices receive or send.

7. Brute-Force and Dictionary Network Attacks

These are networking attacks where attackers attempt to directly log into the user’s accounts by checking and 
trying out different possible passwords until they find the correct ones.

8. Insider Threats

Not all of the network attacks are executed by outsiders. The inside attack is a very common type of cyber 
crime. It is performed on a network or a system by individuals who have authorized access to the same system.

9. Man-in-the-Middle Attacks

A man-in-the-middle attack occurs when attackers eavesdrop on the communication between two entities. This 
type of cyber crime affects both the communicating parties as the attacker can do anything with the interpreted 
information.

10. AI-powered Attacks

Computer systems are now programmed to learn and teach themselves, and these AI-powered attacks mark a 
new type of cyber crime that is bound to get more sophisticated with time.

AI is employed in many everyday applications with the help of algorithmic processes referred to as Machine 
Learning. This software is aimed at training computers to perform specific tasks all on their own. They can 
also accomplish these tasks by teaching themselves about obstacles that can potentially hinder their progress. 
AI can also hack many systems, including autonomous drones and vehicles, and convert them into potentially 
dangerous weapons. The AI-powered applications can be used for performing cyber crimes such as Password 
Cracking, Identity Theft, and automated, efficient and robust attacks.

11. Drive-by Attacks



Drive-by attacks are used to spread malware through insecure websites. Hackers first look for websites with 
lesser security parameters and then plant malicious scripts into PHP or HTTP code onto one of the pages. The 
script can then directly install the malware onto the computer of anyone who visits the site.

12. Phishing Attacks

The Phishing Attack is a Social Engineering attack that is used to steal precious data such as login credentials 
or credit card details as attackers pretend to be trusted individuals and trick victims into opening malicious 
links.

13. Spear Phishing Attacks

These attacks are aimed at specific organizations’ data by individuals who desire unauthorized access. These 
hacks aren’t executed by any random attackers but by individuals who are trying to access specific information 
like trade secrets, military intelligence, etc.

14. Whale Phishing Attacks

A Whale Phishing Attack is a type of Phishing that generally attacks people with high statures, such as CFOs 
or CEOs. It primarily aims at stealing information as these individuals typically have unlimited access and are 
involved with sensitive data.

15. Malware

Malware is an umbrella term for a code/program that is intentionally built to affect or attack computer systems 
without the user’s consent.

16. Ransomware

Ransomware generally blocks victim’s access to their own data and deletes the same if a ransom is not paid.

17. Trojan Horses

Trojan Horse is a type of malicious software program which attempts to disguise itself to appear useful. It 
appears like a standard application but causes damage to data files once executed.

18. Teardrop Attack

Teardrop attack is a form of attack that causes fragmentation in the general sequence of Internet Protocol (IP) 
packets and sends these fragmented packets to the victim’s machine that is attacked.

19. Ping of Death Attack

The Ping of Death Attack is a type of cyber crime where IP packets ping target systems with IP sizes that are 
much over the maximum byte limit.

20. PUPs

PUPs is an abbreviation for Potentially Unwanted Programs. These are a form of malware that is less 
threatening than other types of cyber crimes. This type of attack uninstalls the required search engine and pre-
downloaded apps in your systems. Therefore, it is a good idea to install antivirus software to prevent malicious 
download.

Now that we’ve explained the various types of cyber crimes, let’s dig deep and learn about the history of cyber 
crime, the impact of cyber crime on society, and how to fight cyber crime.

History Of Cyber Crime



In the 1970s, the malicious link to hacking was first documented when early computerized phones became a 
target. Tech-savvy people called ‘Phreakers,’ who were the first hackers, have found a way to make long-
distance calls through a series of codes by modifying software and hardware. This incident made people aware 
that computer systems are vulnerable to crime, and more complex systems are susceptible to cyber crime.

Impact Of Cyber Crime On Society

Cyber crime has posed a huge threat to internet users by stealing millions of information from users in recent 
years. It has also caused a huge dent in the global economy. According to Gartner, the global demand for 
Cyber Security is expected to hit $170.4 billion by 2022. 95% of Cyber Security violations occur because of 
human error, according to Cybint.

How To Fight Cyber Crime

Cyber crime is undoubtedly one of the biggest concerns in today’s digital era, but there are many simple and 
effective online security available in the market. Continuous development of new security initiatives and 
strategies to keep pace with criminals is necessary; thus, it is imperative to keep up with current developments 
in the Cyber Security domain.

Listed below are some of the ways to fight different types of cybercrime:

Updating your operating system and software: The latest security patches for your computer are only available 
if you keep your software and operating system up to date.

Using an updated version of Anti-virus software: Protecting your system from threats is easy when you use 
anti-virus software that scans, identifies, and removes potential threats before they become a problem. 

Strong password: Ensure your logins are secure by using complex passwords which are 

difficult to decipher, and they should not be written down anywhere. 

Do not open links or attachments in spam emails: Email attachments in spam emails are a common vector for 
malware and other forms of cybercrime to infect a computer. Also, If you receive spam emails or visit 
untrusted websites, do not click on any links in them.

Do not share personal information: Always verify the phone line, email, or the person you are speaking with 
before revealing any personal information. 

Contact the companies directly if you notice suspicious requests from anyone claiming to be calling on their 
behalf.

Be mindful about the URLs (websites) you open: Check the URLs that you’re visiting. Do not click on links 
that have URLs that are strange or unfamiliar. Before making any financial transactions online, check to see if 
your internet security software includes transaction security functionality.

Keep a check on your bank statements: Keep an eye on your bank statements and query any unfamiliar 
transactions with the bank. 

Conclusion

In this article, we talked about 19 different types of cyber crimes. If you’re looking for an extensive course that 
can thoroughly guide you about popular cyber crimes as well as help you learn offensive cyber security 
techniques to safeguard systems, then Jigsaw’s Guaranteed Placement* Postgraduate Certificate Program in 
Cybersecurity is the perfect course for you! It is designed to help learners who aspire to become Cybersecurity 
Experts, master the skills and techniques needed to kickstart their respective careers in this promising domain.

Top of Form

Want To Know More About Our Programs?
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What is social engineering

Social engineering is the term used for a broad range of malicious activities accomplished through human 
interactions. It uses psychological manipulation to trick users into making security mistakes or giving away 
sensitive information.

Social engineering attacks happen in one or more steps. A perpetrator first investigates the intended victim to 
gather necessary background information, such as potential points of entry and weak security protocols, 
needed to proceed with the attack. Then, the attacker moves to gain the victim’s trust and provide stimuli for 
subsequent actions that break security practices, such as revealing sensitive information or granting access to 
critical resources.

password cracking

What is password cracking?

Password cracking is the process of using an application program to identify an unknown or forgotten 
password to a computer or network resource. It can also be used to help a threat actor obtain unauthorized 
access to resources.

With the information malicious actors gain using password cracking, they can undertake a range of criminal 
activities. Those include stealing banking credentials or using the information for identity theft and fraud.

A password cracker recovers passwords using various techniques. The process can involve comparing a list of 
words to guess passwords or the use of an algorithm to repeatedly guess the password.

How do you create a strong password?

Password crackers can decipher passwords in a matter of days or hours, depending on how weak or strong the 
password is. To make a password stronger and more difficult to uncover, a plaintext password should adhere to 
the following rules:

Be at least 12 characters long. The shorter a password is, the easier and faster it will be cracked.

Combine letters and a variety of characters. Using numbers and special characters, such as periods and 
commas, increases the number of possible combinations.

Avoid reusing a password. If a password is cracked, then a person with malicious intent could use that same 
password to easily access other password-protected accounts the victim owns.

Pay attention to password strength indicators. Some password-protected systems include a password 
strength meter, which is a scale that tells users when they have created a strong password.

Avoid easy-to-guess phrases and common passwords. Weak passwords can be a name, a pet's name or a 
birthdate -- something personally identifiable. Short and easily predictable patterns, like 123456, password or 
qwerty, also are weak passwords.

Use encryption. Passwords stored in a database should be encrypted.

Take advantage of password creation tools and managers. Some smartphones will automatically create long, 
hard-to-guess passwords. For example, Apple iPhones will create strong website passwords for users. An 
iPhone stores the passwords in its password manager, iCloud Keychain and automatically fills the password 
into the correct field so the user doesn't have to remember the complicated password.

https://www.techtarget.com/whatis/definition/algorithm
https://www.techtarget.com/whatis/definition/password-strength-meter
https://www.techtarget.com/whatis/definition/password-strength-meter
https://www.techtarget.com/searchsecurity/definition/encryption


What does a password cracking attack look like?

The general process a password cracker follows involves these four steps:

Steal a password via some nefarious means. That password has likely been encrypted before being stored using 
a hash Hashes are mathematical functions that change arbitrary-length inputs into an encrypted fixed-length 
output.

Choose a cracking methodology, such as a brute-force or dictionary attack, and select a cracking tool.

Prepare the password hashes for the cracking program. This is done by providing an input to the hash function 
to create a hash that can be authenticated.

Run the cracking tool.

A password cracker may also be able to identify encrypted passwords. After retrieving the password from the 
computer's memory, the program may be able to decrypt it. Or, by using the same algorithm as the system 
program, the password cracker creates an encrypted version of the password that matches the original.

What are password cracking techniques?

Password crackers use two primary methods to identify correct passwords: brute-force and dictionary attacks. 
However, there are plenty of other password cracking methods, including the following:

Brute force. This attack runs through combinations of characters of a predetermined length until it finds the 
combination that matches the password.

Dictionary search. Here, a password cracker searches each word in the dictionary for the correct password. 
Password dictionaries exist for a variety of topics and combinations of topics, including politics, movies and 
music groups.

Phishing. These attacks are used to gain access to user passwords without the use of a password cracking tool. 
Instead, a user is fooled into clicking on an email attachment. From here, the attachment could 
install malware or prompt the user to use their email to sign into a false version of a website, revealing their 
password.

Malware. Similar to phishing, using malware is another method of gaining unauthored access to passwords 
without the use of a password cracking tool. Malware such as keyloggers, which track keystrokes, or 
screen scrapers, which take screenshots, are used instead.

Rainbow attack. This approach involves using different words from the original password in order to generate 
other possible passwords. Malicious actors can keep a list called a rainbow table with them. This list contains 
leaked and previously cracked passwords, which will make the overall password cracking method more 
effective.

Guessing. An attacker may be able to guess a password without the use of tools. If the threat actor has enough 
information about the victim or the victim is using a common enough password, they may be able to come up 
with the correct characters.

Some password cracking programs may use hybrid attack methodologies where they search for combinations 
of dictionary entries and numbers or special characters. For example, a password cracker may search for 
ants01, ants02, ants03, etc. This can be helpful when users have been advised to include a number in their 
password.

What are password cracking tools?

Password crackers can be used maliciously or legitimately to recover lost passwords. Among the password 
cracking tools available are the following three:

https://searchsqlserver.techtarget.com/definition/hashing
https://www.techtarget.com/searchsecurity/definition/brute-force-cracking
https://www.techtarget.com/searchsecurity/definition/dictionary-attack
https://www.techtarget.com/searchsecurity/definition/phishing
https://www.techtarget.com/searchsecurity/definition/malware


Cain and Abel. This password recovery software can recover passwords for Microsoft Windows user accounts 
and Microsoft Access passwords. Cain and Abel uses a graphical user interface, making it more user-friendly 
than comparable tools. The software uses dictionary lists and brute-force attack methods.

Ophcrack. This password cracker uses rainbow tables and brute-force attacks to crack passwords. It runs on 
Windows, macOS and Linux.

John the Ripper. This tool uses a dictionary list approach and is available primarily for macOS and Linux 
systems. The program has a command prompt to crack passwords, making it more difficult to use than 
software like Cain and Abel.

Is password cracking illegal?

The legality of password cracking may change based on location. In general, it depends on intent. For example, 
using a password cracking tool to retrieve one's own password may be fine. However, in most cases, if the goal 
is to maliciously steal, damage or misuse someone else's data, it will most likely be an illegal action.

Unauthorized access to another individual's device can be grounds for criminal charges. Even guessing 
someone's password without the use of a password cracker can lead to criminal charges. Under U.S. state and 
federal laws, more charges can be added depending on what threat actors do once they gain unauthorized 
access.

In short, using a password cracking method to access one's own password is legal. Using these methods or 
tools to gain access to someone else's password can lead to criminal charges. 

Key-loggers and Spywares:-

Adware refers to unwanted software that delivers advertising messages to you, through banner ads, popup ads, 
or redirection of your web browsing. Spyware is largely invisible software that gathers information about your 
computer use, including browsing. Key loggers are a form of spyware that capture every keystroke you type; 
they can send this information to remote servers, where log-in information--including your passwords--can be 
extracted and used.

The distinction between these three types of malware is blurred, with multiple threats being delivered with 
one installation. Often this is accomplished by the initial malware installation exploiting a security weakness to 
open a portal through which other software can then be installed. Thus the more you use an infected computer, 
the more compromised it becomes.

All Hampshire PCs come with ESET anti-virus installed, and we recommend that users install the free version 
of Microsoft Security Essentials (MSE) on their personal computers. With ESET or MSE active, many threats 
will be neutralized before they are installed. No antivirus will be 100% effective, however, and you still have 
to use common sense when downloading applications from the intranet.

Challenges to Indian Law and Cybercrime Scenario in India:-

Cyber-security Challenges in India
With India carving a niche for itself in the IT sector, dependence on technology is also increasing. However, 
there are two things that set India aside from the players in the big leagues, like the United States and China, 
and that is design and density. With Indians using the internet for all their needs, ranging from shopping to 
banking, studying to storing data, cyber crimes have also increased in proportion to usage.

Some of the Cybersecurity challenges in India are as follows:

1. Lack of uniformity in devices used for internet access – With varying income groups in India, not 
everyone can afford expensive phones. In the US, Apple has over 44% market share. However, in India the 

https://www.manipalprolearn.com/blog/how-you-can-get-going-field-cyber-security


iPhones with their higher security norms are used by less than 1% of mobile users. The widening gap between 
the security offered by the high-end iPhone and lower cost mobiles make it almost impossible for legal and 
technical standards to be set for data protection by the regulators.

2. Lack of national level architecture for Cybersecurity – Critical infrastructure is owned by private sector, 
and the armed forces have their own firefighting agencies. However there is no national security architecture 
that unifies the efforts of all these agencies to be able to assess the nature of any threat and tackle them 
effectively. The Prime Minister’s Office has created a position towards this cause but there is a long way to go 
before India has the necessary structure in place.

3. Lack of separation – Unlike countries or states, in cyberspace there are no boundaries, thus making the 
armed forces, digital assets of ONGC, banking functions, etc. vulnerable to cyber attacks from anywhere. This 
could result in security breaches at a national level, causing loss of money, property or lives. To respond to 
possible threats on the country’s most precious resources, there is a need for a technically equipped multi-
agency organization that can base its decisions on policy inputs and a sound strategy.

4. Lack of awareness – As there is no National regulatory policy in place for cybersecurity there is a lack of 
awareness at both company level as well as individual level. Domestic netizens can protect and be protected 
from the cyber attacks only if there is a guided and supervised legal framework.

Conclusion

With India’s highly skilled IT workforce, efforts must be harnessed and redirected towards strategic use by the 
government. Incentives provided by the government to the industry would encourage investment from the 
private sector towards an agency focused on national cybersecurity. With strengthened cybersecurity defences 
in India’s future, Indian businesses will become more competitive on a global level and create a safer digital 
India.

So, have you made up your mind to make a career in Cyber Security? Visit our Cyber Security Courses for 
further help. It is the first program in offensive technologies in India and allows learners to practice in a real-
time simulated ecosystem, that will give them an edge in this competitive world.

IT Act, 2000

The Information Technology Act, 2000 was enacted by the Indian Parliament in 2000. It is the primary law in 
India for matters related to cybercrime and e-commerce.

The act was enacted to give legal sanction to electronic commerce and electronic transactions, to enable e-
governance, and also to prevent cybercrime.

Under this law, for any crime involving a computer or a network located in India, foreign nationals can also be 
charged.

The law prescribes penalties for various cybercrimes and fraud through digital/electronic format.

It also gives legal recognition to digital signatures.

The IT Act also amended certain provisions of the Indian Penal Code (IPC), the Banker’s Book Evidence Act, 
1891, the Indian Evidence Act, 1872 and the Reserve Bank of India Act, 1934 to modify these laws to make 
them compliant with new digital technologies.

http://www.pmindia.gov.in/en/
https://www.jigsawacademy.com/master-certificate-in-cyber-security-red-team/
https://www.jigsawacademy.com/master-certificate-in-cyber-security-red-team/


In the wake of the recent Indo-China border clash, the Government of India banned various Chinese apps 
under the Information Technology Act. Read more about this in an RSTV titled, ‘TikTok, Other Chinese Apps 
Banned’.

IT Act – 2008 Amendments

The IT Act, 2000 was amended in 2008. This amendment introduced the controversial Section 66A into the 
Act.

Section 66A

Section 66A gave authorities the power to arrest anyone accused of posting content on social media that could 
be deemed ‘offensive’.

This amendment was passed in the Parliament without any debate.

As per the said section, a person could be convicted if proved on the charges of sending any ‘information that 
is grossly offensive or has menacing character’.

It also made it an offence to send any information that the sender knows to be false, but for the purpose of 
annoyance, inconvenience, danger, obstruction, insult, injury, criminal intimidation, enmity, hatred or ill-will, 
through a computer or electronic device.

The penalty prescribed for the above was up to three years’ imprisonment with fine.

Arguments against Section 66A

Experts stated that the terms ‘offensive’, ‘menacing’, ‘annoyance’, etc. were vague and ill-defined or not 
defined at all.

Anything could be construed as offensive by anybody.

There was a lot of scope for abuse of power using this provision to intimidate people working in the media.

This also curbed the freedom of speech and expression enshrined as a fundamental right in the Constitution.

The section was used most notably to arrest persons who made any uncharitable remarks or criticisms against 
politicians.

The government contended that the section did not violate any fundamental right and that only certain words 
were restricted. It stated that as the number of internet users mushroomed in the country, there was a need to 
regulate the content on the internet just like print and electronic media. The Supreme Court, however, in 2015, 
struck down this section of the IT Act saying it was unconstitutional as it violated Article 19(1)(a) of the 
Constitution. This was in the famous Shreya Singhal v Union of India case (2015).

Section 69A

Section 69A empowers the authorities to intercept, monitor or decrypt any information generated, transmitted, 
received or stored in any computer resource if it is necessary or expedient to do so in the interest of the 
sovereignty or integrity of India, defense of India, the security of the State, friendly relations with foreign 
states or public order or for preventing incitement to the commission of any cognizable offence or for 
investigation of any offence.

It also empowers the government to block internet sites in the interests of the nation. The law also contained 
the procedural safeguards for blocking any site.

When parties opposed to the section stated that this section violated the right to privacy, the Supreme Court 
contended that national security is above individual privacy. The apex court upheld the constitutional validity 
of the section. Also read about privacy laws and India.

The recent banning of certain Chinese Apps was done citing provisions under Section 69A of the IT Act.



Note:- The Indian Telegraph Act, 1885 allows the government to tap phones. However, a 1996 SC judgement 
allows tapping of phones only during a ‘public emergency’. Section 69A does not impose any public 
emergency restriction for the government.

Read all the important acts and laws for UPSC & other govt. exams in the linked article.

Information Technology Intermediary Guidelines (Amendment) Rules, 2018

The Rules have been framed under Section 79 of the Information Technology Act. This section covers 
intermediary liability. 

Section 79(2)(c) of the Act states that intermediaries must observe due diligence while discharging their duties, 
and also observe such other guidelines as prescribed by the Central Government. 

Online Intermediaries:

An intermediary is a service that facilitates people to use the Internet, such as Internet Services Providers 
(ISPs), search engines and social media platforms.

There are two categories of intermediaries:

Conduits: Technical providers of internet access or transmission services.

Hosts: Providers of content services (online platforms, storage services).

Information Technology Intermediary Guidelines (Amendment) Rules were first released in 2011 and in 2018, 
the government made certain changes to those rules.

In 2018, there was a rise in the number of mob lynchings spurred by fake news & rumours and messages 
circulated on social media platforms like Whatsapp.

To curb this, the government proposed stringent changes to Section 79 of the IT Act.

What do the Rules say?

According to the 2018 Rules, social media intermediaries should publish rules and privacy policy to curb users 
from engaging in online material which is paedophilic, pornographic, hateful, racially and ethnically 
objectionable, invasive of privacy, etc.

The 2018 Rules further provide that whenever an order is issued by the government agencies seeking 
information or assistance concerning cybersecurity, then the intermediaries must provide them the same within 
72 hours.

The Rules make it obligatory for online intermediaries to appoint a ‘Nodal person of Contact’ for 24X7 
coordination with law enforcement agencies and officers to ensure compliance.

The intermediaries are also required to deploy such technologies based on automated tools and appropriate 
mechanisms for the purpose of identifying or removing or disabling access to unlawful information.

The changes will also require online platforms to break end-to-end encryption in order to ascertain the origin 
of messages.

Online Intermediaries are required to remove or disable access to unlawful content within 24 hours. They 
should also preserve such records for a minimum period of 180 days for the purpose of investigations.

Rationale behind the Rules

The government intends to make legal frameworks in order to make social media accountable under the law 
and protect people and intermediaries from misusing the same.

The government wants to curb the spread of fake news and rumours, and also pre-empt mob violence/lynching.

https://byjus.com/free-ias-prep/cyber-security/


There is a need to check the presentation of incorrect facts as news by social media, that instigates people to 
commit crimes.

There has been criticism of the Rules from certain quarters, that says that the State is intruding into the privacy 
of the individual. Some also say that this law widens the scope of state surveillance of its citizens. These 
criticisms are notwithstanding the fact that the new Rules are in line with recent SC rulings. 

Tehseen S. Poonawalla case (2018): SC said that authorities have full freedom to curb the dissemination of 
explosive and irresponsible messages on social media, that could incite mob violence and lynchings.

Prajwala Letter case (2018): SC ordered the government to frame the necessary guidelines to “eliminate child 
pornography, rape and gang rape imagery, videos, and sites in content hosting platforms and other 
applications”.

Indian IT Act-Challenges:- 

Lack of Transparency:

Section 69A grants to the government the power to issue directions to intermediaries for blocking access to 
any information that it considers prejudicial to, among other things, the sovereignty and integrity of India, 
national security, or public order.

Section 69A (3) envisages a jail sentence for up to seven years for intermediaries who fail to comply.

In 2009, the government also issued “Blocking Rules”, which set up the procedure for blocking (including 
regular review by government committees), and also stated that all requests and complaints would remain 
strictly confidential.

Privacy issues:

The IT Act also doesn’t address privacy issues – privacy is now a fundamental right and the law needs to 
specifically address privacy concerns, but that’s not the case.

Poor protection of cybersecurity:

The Indian IT Act is not a cybersecurity law and therefore does not deal with the nuances of cybersecurity.

Indian citizens have been victims to numerous instances of data breach and privacy violations – take for 
instance the Cambridge Analytica incident, or the Aadhaar account breach of 1.1 billion citizens, or for that 
matter the 2018 personal data leak incident of 5 lakh Google+ users.

Lack of expertise:

regular police personnel, specifically any officer holding the rank of inspector, are responsible for investigating 
nefarious online activities. The difficulty that arises here is that cybercrimes are a nuanced form of criminal 
activity that require years of specialised training and a deep understanding of technology to probe adequately.

 

Struck down of Section 66A of the IT Act

In Shreya Singhal vs. Union of India (2015), the Supreme court struck down Section 66A of the IT Act.

The section had criminalised the sending of any message through a computer resource that was grossly 
offensive, menacing, or caused annoyance, inconvenience, danger, insult, injury and intimidation.

The Court found the offence was defined so widely that both innocent and offensive messaging could be 
brought under its ambit.



It led to the constitutional protection for free speech and expression.

 


